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Abstract

We briefly present a rule-based framework, called
EAGLE, shown to be capable of defining and implement-
ing finite trace monitoring logics, including future and past
time temporal logic, extended regular expressions, real-time
and metric temporal logics (MTL), interval logics, forms of
quantified temporal logics, and so on. In this paper we focus
on a linear temporal logic (LTL) specialisation of EAGLE.
For an initial formula of size m, we establish upper bounds
of O

�
m22m logm � and O

�
m422m log2 m � for the space and

time complexity, respectively, of single step evaluation over
an input trace. This bound is close to the lower bound
O

�
2� m � for future-time LTL presented in [18]. EAGLE has

been successfully used, in both LTL and metric LTL forms,
to test a real-time controller of an experimental NASA plan-
etary rover.

1. Introduction

Lineartemporallogic (LTL) [17] is now widely usedfor
expressingpropertiesof concurrentand reactive systems.
Associated,productionquality, veri�cation toolshave been
developed,most notably basedon model-checkingtech-
nology, and have enjoyed much successwhen appliedto
relatively small-scalemodels. Tremendousadvanceshave
beenmadein combatingthecombinatoricstatespaceexplo-
sioninherentwith dataandconcurrency in modelchecking,
however, thereremainseriouslimitationsfor its application
to full-scalemodelsandto software.Thishasencourageda
shift in the way modelcheckingtechniquesarebeingap-
plied, from full statespacecoverageto boundeduse for
sophisticatedtesting,or debugging,and from staticappli-
cation to dynamic,or runtime, application. Our work on
EAGLE concernsthis latterdirection.
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In runtime veri�cation a software component,an ob-
server, monitorstheexecutionof a programandchecksits
conformitywith a requirementspeci�cation. Runtimever-
i�cation canbeappliedto evaluateautomaticallytestruns,
eitheron-lineor off-line, analyzingstoredexecutiontraces;
or it canbeusedon-lineduringoperation.Severalruntime
veri�cation systemshave beendeveloped,of which some
werepresentedat threerecentinternationalworkshopson
runtimeveri�cation [1]. Also a wide varietyof specialised
logics, largely basedon LTL, have beenproposed,seefor
example,[6, 7, 9, 8, 16, 15, 12, 11, 10]. This wide va-
riety of logics causedus to searchfor a compactbut gen-
eralframework for de�ning monitoringlogics,whichwould
be powerful enoughto captureessentiallyall of the above
describedlogics, andmore. Much in�uenced by our ear-
lier work on executabletemporallogic METATEM, seefor
example[3], the logic EAGLE was the result. In [5], we
showedtherichnessandexpressivity of EAGLE, described
an algorithmto synthesizemonitorsfor EAGLE andcom-
mentedonanimplementationof theframework in Javaand
someinitial experiments.However, we foundthat theef�-
ciency andcomplexity analysisof thegeneralEAGLE mon-
itoring algorithmis dif�cult andcanbeshown to bedepen-
dentonboththelengthof thetraceandthesizeof theinitial
formulain theworstcase.In this paper, we thusinvestigate
the complexity andpracticaleffectivenessof a specialised
versionof themonitoringalgorithmfor thecaseof LTL con-
taininga �x ednumberof pastandfuturetime temporalop-
eratorsembeddedasrulesin EAGLE. We outlineaneffec-
tive implementationof themonitoringalgorithmandprove
thatits spaceandtimecomplexity is exponentialin thesize
of the formula andwhich is independentof the length of
the tracefor singlestepevaluation. This makesit scalable
in termsof spaceaswe do not storethetraceeitherexplic-
itly or implicitly. Similar work wasdonein a rewriting
framework for the caseof future time LTL in [11]; how-
ever, therethe complexity of themonitoringwasnot clear
asit wasdependenton thestrategy usedby therewrite en-
ginefor rewriting. Thework in [12] addressesamonitoring
algorithmfor pasttimeLTL only.



Thepaperis structuredasfollows. Section2 introduces
our logic framework EAGLE andthenspecializesit to LTL.
In section3 we discussthe monitoringalgorithmandcal-
culuswith an illustrative example. This underliesour im-
plementationfor the specialcaseof LTL, which is brie�y
describedin section4 wherecomplexity boundsfor theim-
plementationcan also be found. Section 5 describesan
experimentperformedusingEAGLE, andshowshow cyclic
deadlockpotentialscanbedetectedwith EAGLE. Section6
statesconclusionandfuturework.

2 EAGLE and Linear Temporal Logic
EAGLE [5] offersa succinctbut powerful setof primitives,
essentiallysupportingrecursive parameterizedequations,
with a minimal/maximal�x-point semanticstogetherwith
three temporal operators: next-time, previous-time, and
concatenation.The parametrizationof rulessupportsrea-
soningaboutdatavaluesaswell astheembeddingof real-
time, metricandstatisticaltemporallogics. In Section2.1
we motivate the fundamentalconceptsof EAGLE through
somesimpleexamplesdrawn from LTL beforepresenting
its formal de�nition. Then,in Section2.2we presenta full
embeddingof LTL in EAGLE andestablishits correctness.

2.1 Introducing EAGLE

2.1.1 Fundamental Concepts

In most temporallogics, the formulas � F and � F satisfy
thefollowing equivalences:

�
F � F ����� � F 	 
 F � F ������
 F 	

Onecanshow that � F is a solutionto the recursive equa-
tion X 
 F ��� X ; in fact it is the maximal solution. A
fundamentalidea in our logic, EAGLE, is to supportthis
kind of recursivede�nition, andto enableusersde�ne their
own temporalcombinatorsin sucha fashion.In thecurrent
framework onecanwrite the following de�nitions for the
two combinatorsAlways andSometime:

max Always � Form F 	�� F ��� Always � F 	
min Sometime � Form F 	�� F ��� Sometime � F 	

First notethat theserulesareparameterizedby an EAGLE

formula (of type Form). Thus, assumingan atomic for-
mula, sayx � 0, then, in the context of thesetwo de�ni-
tions, we will be able to write EAGLE formulassuchas,
Always

�
x � 0� , or Always

�
Sometime

�
x � 0� � . Secondly,

notethat theAlways operatoris de�ned asmaximal;when
appliedto a formula F it denotesthe maximalsolutionto
theequationX 
 F ��� X . Ontheotherhand,theSometime
operatoris de�ned asa minimal, andSometime

�
F � repre-

sentstheminimal solutionto theequationX 
 F ��� X . In
EAGLE, this differenceonly becomesimportantwheneval-
uatingformulasat theboundariesof a trace.

EAGLE hasbeendesignedspeci�cally asa generalpur-
posekerneltemporallogic for run-timemonitoring. So to

completethisverybrief introductionto EAGLE supposeone
wishedto monitorthefollowing propertyof aJavaprogram
statecontainingtwo variablesx andy: “whenever we reach
a state where x 
 k � 0 for some value k, then eventually
we will reach a state at which y 
�
 k”. In a lineartemporal
logic augmentedwith �rst orderquanti�cation, we would
write: � �

x � 0 ��� k � �
k 
 x ��� y 
 k � � . Theparametriza-

tion mechanismof EAGLE allows dataaswell asformulas
asparametersandareableto encodetheaboveas:

min R� int k 	�� Sometime � y ��� k 	
mon M � Always � x � 0 � R� x	 	

The de�nition starting with keyword mon speci�es the
EAGLE formula to be monitored. The rule R is parame-
terizedwith an integer k; it is instantiatedin the monitor
M whenx � 0 andhencecapturesthevalueof x at thatmo-
ment.RuleR replacestheexistentialquanti�er. EAGLE also
providesaprevious-timeoperator, whichallowsusto de�ne
pasttimeoperators,andaconcatenationoperator, whichal-
lows usersto de�ne interval basedlogics,andmore. Data
parametrizationworksuniformly for rulesoverpastaswell
asfuture;thisisnon-trivial to achieveastheimplementation
doesn't storethetrace,see[5].

2.1.2 EAGLE Syntax

A speci�cationS comprisesadeclarationpartD andanob-
server part O. D compriseszero or more rule de�nitions
R, and O compriseszero or more monitor de�nitions M,
whichspecifywhatis to bemonitored.Rulesandmonitors
arenamed(N).

S :: � D O
D :: � R!
O :: � M !
R :: � " max # min $ N � T1 x1 %'& & & % Tn xn 	(� F
M :: � mon N � F
T :: � Form # primitive type
F :: � exp # true # false #*) F # F1 � F2 # F1 � F2 # F1 � F2 #

� F #*+ F # F1 , F2 # N � F1 % &'& & % Fn 	-# xi

A rule de�nition R is precededby a keyword indicating
whetherthe interpretationis maximalor minimal. Param-
etersaretyped,andcaneitherbe a formula of type Form,
or of a primitive type, suchas int, long, �oat , etc.. The
body of a rule/monitoris a boolean-valuedformula of the
syntacticcategoryForm. However, amonitorcannothavea
recursivede�nition, thatis,amonitorde�nedasmonN 
 F
cannotuseN in F. For ruleswe do not placesuchrestric-
tions. The propositionsof this logic are booleanexpres-
sionsover an observer state. Formulasarecomposedus-
ing standardpropositionalconnectivestogetherwith anext-
stateoperator( � F), a previous-stateoperator( . F), and
a concatenation-operator(F1 / F2). Finally, rulescanbeap-
plied and their parametersmust be type correct; formula
argumentscanbeany formula,with therestrictionthatif an
argumentis anexpression,it mustbeof booleantype.
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2.1.3 EAGLE Semantics

The semanticsof the logic is de�ned in termsof a satis-
factionrelation, � 
 , betweenexecutiontracesandspeci�-
cations. We assumethat an executiontraces is a �nite
sequenceof programstatess 
 s1s2 �*� � sn, where � s � 
 n
is the lengthof the trace. The i' th statesi of a traces is
denotedby s

�
i � . Theterms � i � j � denotesthesub-traceof s

from positioni to position j, bothpositionsincluded.Given
a traces andaspeci�cationD O, wede�ne:

σ # � D O iff � � mon N � F 	�� O & σ % 1 # � D F

That is, a trace satis�es a speci�cation if the trace, ob-
served from position1 (the �rst state),satis�eseachmon-
itored formula. The de�nition of the satisfaction relation� 
 D � �

Trace � nat �	� Form, for a setof rule de�nitions
D, is presentedbelow, where0 
 i 
 n � 1 for sometrace
s 
 s1s2 �*�*� sn. Notethatthepositionof a tracecanbecome
0 (beforethe�rst state)whengoingbackwards,andcanbe-
comen � 1 (after thelaststate)whengoingforwards,both
casescausingrule applicationsto evaluateto eithertrue if
maximalor falseif minimal, without consideringthebody
of therulesat thatpoint.

σ % i # � D exp iff 1 � i � # σ # and eval � exp	 � σ � i 	 	
σ % i # � D true
σ % i 
# � D false
σ % i # � D ) F iff σ % i 
# � D F
σ % i # � D F1 � F2 iff σ % i # � D F1 and σ % i # � D F2
σ % i # � D F1 � F2 iff σ % i # � D F1 or σ % i # � D F2
σ % i # � D F1 � F2 iff σ % i # � D F1 implies σ % i # � D F2
σ % i # � D � F iff i � # σ # and σ % i � 1 # � D F
σ % i # � D + F iff 1 � i and σ % i � 1 # � D F
σ % i # � D F1 , F2 iff � j s.t. i � j � # σ #�� 1 and

σ � 1 � j � 1� % i # � D F1 and σ � j � �σ � � % 1 # � D F2

σ % i # � D N � F1 % & & &'% Fm	

iff

������ �����
if 1 � i � # σ # then:

σ % i # � D F � x1 �� F1 % & &'& % xm �� Fm�
where (N � T1 x1 % & &'& % Tm xm 	�� F 	�� D

otherwise, if i � 0 or i � # σ #�� 1 then:
rule N is defined as max in D

An atomicformula (exp) is evaluatedin the currentstate,
i, in casethe position i is within the trace(1 
 i 
 n); for
theboundarycases(i 
 0 andi 
 n � 1) it evaluatesto false.
Propositionalconnectiveshave their usualsemanticsin all
positions.A next-time formula � F evaluatesto trueif the
currentposition is not beyond the last stateand F holds
in thenext position. Dually for theprevious-timeformula.
TheconcatenationformulaF1 / F2 is true if the traces can
be split into two sub-tracess 
 s 1s2, suchthat F1 is true
on s1, observed from the currentposition i, andF2 is true
on s2 (ignoring s1, andtherebylimiting thescopeof past
time operators).Applying a rule within thetrace(positions
1 �*� � n) consistsof replacingthecall with theright-handside
of thede�nition, substitutingargumentsfor formal param-
eters. At the boundaries(0 and n � 1) a rule application
evaluatesto trueif andonly if it is maximal.

2.2 Linear Temporal Logic in EAGLE

Wehavebrie�y seenhow in EAGLE onecande�ne rules
for the � and � temporaloperatorsfor LTL. Herewe com-
plete an embeddingof propositionalLTL in EAGLE and
prove its semanticcorrespondence.Figure1 givesthe se-
manticde�nition of thesinceanduntil LTL temporaloper-
atorsover �nite traces;thede�nitions of � and . , andthe
propositionalconnectives,are as for EAGLE. We assume
theusualcollectionof futureandpastlinear-time temporal
operators.

σ % i # � F1 U F2 iff
1 � i � # σ # and � i2 : i � i2 � # σ # and σ % i2 # � F2 and� i1 : i � i1 � i2 implies σ % i1 # � F1

σ % i # � F1 S F2 iff
1 � i � # σ # and � i2 : 1 � i2 � i and σ % i2 # � F2 and� i1 : i2 � i1 � i implies σ % i1 # � F1

with definitions


 F � true U F 
 , F � true S F�
F � ) 
-) F  F � ) 
 , ) F

F1 W F2 � F1 U F2 � �
F1 F1 Z F2 � F1 S F2 �! F1

Figure 1. Semantic definitions for LTL

For eachtemporaloperator, futureandpast,wede�ne acor-
respondingEAGLE rule. Theembeddingis straightforward
and requireslittle explanation. The future time operators
giveriseto thefollowing setof rules:

min Next � Form F 	(� � F
max Always � Form F 	 � F ��� Always � F 	
min Sometime � Form F 	 � F ��� Sometime � F 	
min Until � Form F1 % Form F2 	 � F2 � � F1 ��� Until � F1 % F2 	 	
max Unless � Form F1 % Form F2 	�� F2 � � F1 ��� Unless � F1 % F2 	'	

The pasttime operatorsof LTL give rise to the following
rules.

min Previous � Form F 	�� + F
max AlwaysPast � Form F 	 � F � + AlwaysPast � F 	'	
min SometimePast � Form F 	�� F � + SometimePast � F 	 	
min Since � Form F1 % Form F2 	�� F2 � � F1 � + Since � F1 % F2 	 	
max Zince � Form F1 % Form F2 	�� F2 � � F1 � + Zince � F1 % F2 	'	

An EAGLE context containingall of the above rules then
enablesany propositionalLTL monitoring formula to be
expressedasa monitoringformula in EAGLE by mapping
the LTL operatorsto the EAGLE counterparts.Note that
throughsimplycombiningthede�nitions for thefutureand
pasttime LTLs de�ned above, we obtaina temporallogic
over the future, presentandpast,in which onecanfreely
intermix thefutureandpasttime modalities.

Correctness of Embedding:

To justify the above EAGLE de�nitions of LTL temporal
operators,we can de�ne an embeddingfunction Embed :
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LTL � EAGLE thatmaps� F to Next
�
Embed

�
F � � , � F to

Always
�
Embed

�
F � � , etc.,andthenformally establishthat

s � i � 
 LTL F if f s � i � 
 EAGLE Embed
�
F � for all tracess and

indicesi. Theproof followsby inductionoverthestructure
of theformulaF ; insuf�cient spaceallows for its inclusion,
but see[4].

3 Algorithm

In this section,we now outline thecomputationmecha-
nismusedto determinewhetheramonitoringformulagiven
in LTL holdsfor somegiveninput sequenceof events.The
evaluationof a formula F on a states 
 s

�
i � in a traces

resultsin anotherformula eval
�
F � s � with the propertythat

s � i � 
 F if andonly if s � i � 1 � 
 eval
�
F � s � . Thede�nition of

thefunctioneval : Form � State� Formusesanotherauxil-
iary functionupdate : Form � State� Form. Theroleof the
functionupdate is to pre-evaluatea formulaif it is guarded
by a previous operator. Formally, update hasthe property
thats � i � 
 � F if f s � i � 1 � 
 update

�
F � s � . Hadtherebeenno

pasttimemodalityin EAGLE wecouldhaveignoredupdate
andsimplywrittens � i � 
 � F if f s � i � 1 � 
 F. Thevalueof
a formulaF at theendof a traceis givenby value

�
F � . The

functionvalue : Form � �
true� false� whenappliedonF re-

turnstrueif F is satis�edat theendof thetraceor in other
wordsif f s � � s � � 1 � 
 F andreturnsfalseotherwise.Thus
givenasequenceof statess1s2 � �*� sn, anLTL formulaF writ-
tenin EAGLE is saidto besatis�edby thesequenceof states
if and only if value(eval(. . . eval(eval(F � s1 ��� s2 � �*�*� sn � � is
true. Thede�nition of thefunctionseval, update andvalue
formsthecalculusof theLTL subsetof EAGLE.

3.1 Calculus

The eval, update andvalue functionsarede�ned a pri-
ori for all operators,which is not possiblefor fully general
EAGLE [5]. We do not de�ne thefunctionson theprevious
operator. , sincethis operatoris eliminatedin the calcu-
lus. Thede�nition of eval, update andvalue onthedifferent
primitiveEAGLE operatorsis givenin Figure2. In thegiven
de�nitions, op canbe ��� ��� � . Note thateval of a formula
of theform � F on a states reducesto theupdate of F on
states. This ensuresthat if F containsany pasttime oper-
atorsthenupdate of F updatesthemproperly. Moreover,
value

� � F � is falseastheoperator� hasastronginterpre-
tationin EAGLE. Thevalue of amaxrule is trueandthatof
amin rule is false.

value� R � F1 % & & &'% Fn 	'	 � true if R is max
value� R � F1 % & & &'% Fn 	'	 � false if R is min

Future Time Operators

ConsidertheAlways operator:

max Always � Form F 	�� F ��� Always � F 	

eval � true % s	 � true
eval � false % s	 � false
eval � exp% s	 � value of exp in s
eval � F1 opF2 % s	 � eval � F1 % s	 op eval � F2 % s	
eval ��) F % s	 � ) eval � F % s	
eval ��� F % s	 � update� F % s	
value� true 	 � true
value� false 	 � false
value� exp	 � false
value� F1 opF2 	 � value� F1 	 op value� F2 	
value� ) F 	 � ) value� F 	
value� � F 	 � false

update� true % s	 � true
update� false % s	 � false
update� exp% s	 � exp
update� F1 opF2 % s	 � update� F1 % s	 opupdate� F2 % s	
update��) F % s	 � ) update� F % s	
update��� F % s	 � � update� F % s	

Figure 2. eval, value and update definitions

For this rule eval andupdate arede�ned asfollows.

eval � Always � F 	 % s	�� eval � F ��� Always � F 	 % s	
update� Always � F 	 % s	�� Always � update� F % s	'	

Similarly we cangive thecalculusfor theotherfuturetime
LTL operatorsasfollows:

eval � Next � F 	 % s	 � eval ��� F % s	
update� Next � F 	 % s	 � Next � update� F % s	 	

eval � Sometime � F 	 % s	�� eval � F ��� Sometime � F 	 % s	
update� Sometime � F 	 % s	�� Sometime � update� F % s	'	

eval � Until � F1 % F2 	 % s	�� eval � F2 � � F1 ��� Until � F1 % F2 	'	 % s	
update� Until � F1 % F2 	 % s	�� Until � update� F1 % s	 % update� F2 % s	 	
eval � Unless � F1 % F2 	 % s	�� eval � F2 � � F1 ��� Unless � F1 % F2 	 	 % s	
update� Unless � F1 % F2 	 % s	�� Unless � update� F1 % s	 % update� F2 % s	 	

Past Time Operators

ThepasttimeLTL operatorsarede�ned in theform of rules
containinga . operator. In general,if a rulecontainsafor-
mulaF guardedby apreviousoperatoronits right handside
thenwe evaluateF at every eventandusetheresultof this
evaluationin the next state. Thus,the resultof evaluating
F mustbe storedin sometemporaryplaceholderso that it
canbeusedin thenext state.To allocatea placeholder, we
introduce,for every formula guardedby a previousopera-
tor, anargumentin therule andusetheseargumentsin the
de�nition of eval andupdate for this rule. Let us illustrate
this asfollows.

max AlwaysPast � Form F 	�� F � + AlwaysPast � F 	
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For this rule we introduce another auxiliary rule
AlwaysPast � that containsan extra argumentcorrespond-
ing to theformula . AlwaysPast

�
F � . In any LTL formula,

weusethisprimedversionof therule insteadof theoriginal
rule.

AlwaysPast � F 	(� AlwaysPast
� � F % true 	

eval � AlwaysPast � � F % past1 	 % s	�� eval � F � past1 % s	
update� AlwaysPast � � F % past1 	 % s	��
AlwaysPast

� � update� F % s	 % eval � AlwaysPast � � F % past1 	 % s	 	
Here, in eval, the subformula . AlwaysPast

�
F � guarded

by thepreviousoperatoris replacedby theargumentpast1
that containsthe evaluationof the subformulain the pre-
vious state. In update we not only updatethe argument
F but alsoevaluatethesubformulaAlwaysPast �

�
F � past1 �

andpassit assecondargumentof AlwaysPast � . Thus in
the next statepast1 is boundto . AlwaysPast �

�
F � past1 � .

Note that in thede�nition of AlwaysPast � we passtrueas
the secondargument. This is because,AlwaysPast being
de�ned a maximaloperator, its previousvalueat thebegin-
ningof thetraceis true. Similarly, wecangive thecalculus
for theotherpasttime LTL operatorsasfollows:

Previous � F 	 � Previous
� � F % false 	

eval � Previous � � F % past1 	 % s	(� eval � past1 % s	
update� Previous � � F % past1 	 % s	(�
Previous

� � update� F % s	 % eval � F % s	'	
SometimePast � F 	�� SometimePast

� � F % false 	
eval � SometimePast � � F % past1 	 % s	�� eval � F � past1 % s	
update� SometimePast � � F % past1 	 % s	 �
SometimePast

� � update� F % s	 % eval � SometimePast � � F % past1 	 % s	 	
Since � F1 % F2 	�� Since

� � F1 % F2 % false 	
eval � Since � � F1 % F2 % past1 	 % s	�� eval � F2 � � F1 � past1 	 % s	
update� Since � � F1 % F2 % past1 	 % s	��
Since

� � update� F1 % s	 % update� F1 % s	 % eval � Since � � F1 % F2 % past1 	 % s	 	
Zince � F1 % F2 	�� Zince

� � F1 % F2 % true 	
eval � Zince � � F1 % F2 % past1 	 % s	�� eval � F2 � � F1 � past1 	 % s	
update� Zince � � F1 % F2 % past1 	 % s	��
Zince

� � update� F1 % s	 % update� F1 % s	 % eval � Zince � � F1 % F2 % past1 	 % s	 	
For the sake of completenessof the calculuswe explicitly
de�ne value on theaboveLTL operatorsasfollows:

value� Always � F 	'	 � value� AlwaysPast � � F % past1 	 	
� value� Unless � F1 % F2 	 	�� value� Zince � � F1 % F2 % past1 	 	 � true

value� Sometime � F 	 	 � value� SometimePast � � F % past1 	 	
� value� Until � F1 % F2 	 	 � value� Since � � F1 % F2 % past1 	 	 � false

Note that in the above calculuswe have eliminated the
previousoperatorby introducingan auxiliary argumentor
placeholderfor every formula guardedby the . operator.
So,we can't usetheoperator. whenwriting anLTL for-
mula; insteadwe usethe rule Previous asde�ned above.

Correctness of Evaluation

Given a setof de�nitions of eval, update andvalue func-
tions for thedifferentoperatorsof LTL, asdetailedabove,

we claim that for a given sequences 
 s1s2 �*� � sn andan
EAGLE embeddedLTL formulaF :

σ % 1 # � EAGLE F iff value(eval(.. .eval(eval(F % s1 	 % s2 	 & & & sn 	 	 &
Insuf�cient spaceprohibitsinclusionof theproof.

4 Implementation and Complexity

We have implementedin Java the EAGLE monitoring
framework. In order to make the implementationef�cient
we usethedecisionprocedureof Hsiang[13]. The proce-
durereducesa tautologicalformula to the constanttrue, a
falseformula to the constantfalse,andall other formulas
to canonicalforms,eachasanexclusive disjunction(

�
) of

conjunctions.Theprocedureis givenbelow usingequations
thatareshownto beChurch-Rosserandterminatingmodulo
associativity andcommutativity.

simplify:

true � φ � φ false � φ � false
φ � φ � φ φ1 � φ2 ��� φ1 � φ2 	�� φ1 � φ2
false � φ � φ φ1 � φ2 � true � φ1 ��� φ1 � φ2 	
φ � φ � false φ1 � φ2 � true � φ1 � φ2
) φ � true � φ φ1 � � φ2 � φ3 	 ��� φ1 � φ2 	���� φ1 � φ3 	

In particulartheequationsf � f 
 f andf
�

f 
 falseen-
suresthat,at thetime of monitoring,we do not expandthe
formulabeyondbound.Theboundis givenby thefollowing
theorem:

Theorem 1 The size of the formula at any stage of moni-
toring is bounded by O

�
m22m logm � , where m is the size of

the initial LTL formula f for which we started monitoring.

Proof The above set of equations,when regardedas
simpli�cation rules, keepsany LTL formula in a canoni-
cal form, which is anexclusivedisjunctionof conjunctions,
wheretheconjunctsareeitherpropositionsor subformulas
having temporaloperatorsat top.Moreover, afteraseriesof
applicationsof eval on thestatess1 � s2 �*� � � � sn, theconjuncts
in the normal form eval

� �*� � eval
�
eval

�
f � s1 ��� s2 � � �*� � sn � are

propositionsor subformulasof the initial formula f , each
having a temporaloperatorat its top. Sincethereare at
mostm suchsubformulas,it follows that thereareat most
2m possibilitiesto combinethem in a conjunction. The
spacerequirementfor a conjunctionis O

�
m logm � , assum-

ing that in the conjunction,insteadof keepingthe actual
conjuncts,we keepa pointer to the conjunctsandassum-
ing that eachpointer takesO

�
logm � bits.1 Therefore,one

1Every unique subformula having a temporal operator at the top in the
original formula can give rise to several copies in the process of monitor-
ing. For example, if we consider F1 ���
	 q after some steps, it may get
converted to F2 ��	 q � �
	 q. In F2 the two subformulas 	 q are essentially
copies of 	 q in F1. It is easy to see all such copies at any stage of monitor-
ing will be same. So we can keep a single copy of them and in the formula
we use a pointer to point to that copy.
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needsspaceO
�
m2m logm � to storethestructureof any ex-

clusive disjunctionof suchconjunctions. Now, we need
to considerthe storagerequirementsfor eachof the con-
junctsthatappearsin theconjunction.Note that, if a con-
junct containsa nestedpasttime operator, the past1 argu-
mentof that operatorcanbe a formula. However, instead
of storingtheactualformulaat theargumentpast1 we can
have a pointer to the formula. Thus, eachconjunct can
take spaceup to O

�
m logm � . Hencespacerequiredby all

the conjunctsis O
�
m2 logm � . Now for eachpastoperator

we have a formula that is pointed to by the past1 argu-
ment and all thoseformulasby the above reasoningcan
take up spaceO

�
m22m logm � . Hencethe total spacere-

quirementis O
�
m logm2m � m2 logm � m22m logm � , which

is O
�
m22m logm � . �

The implementationcontainsa strategy for theapplica-
tion of theseequationsthatensuresthatthetimecomplexity
of eachstepin monitoringis bounded.Wenext describethe
strategy brie�y . Since,our LTL formulasareexclusivedis-
junctionof conjunctionswecantreatthemasatreeof depth
two: the root nodeat depth0 representingthe

�
operator,

the childrenof the root at depth1 representingthe � op-
erators,andthe leaf nodesat depth2 representingproposi-
tionsandsubformulashaving temporaloperatorsat thetop.
Theapplicationof theeval functionona formulais donein
depth-�rst fashionon this treeandwebuild up theresultant
formula in a bottom-upfashion.At the leavestheapplica-
tion of eval resultseitherin theevaluationof a proposition
or theevaluationof a rule. Theevaluationof a proposition
returnseithertrueor false.We assumethat this evaluation
takesunit time. On theother-hand,theevaluationof a rule
mayresult in anotherformula in canonicalform. The for-
mulaatany internalnode(i.e.a � nodeor a

�
node)is then

evaluatedby taking the conjunction(or exclusive disjunc-
tion) of theformulasof thechildrennodesasthey geteval-
uatedandthensimplifying themusingthesetof equations
simplify. Note that theapplicationof simplify on the
conjunctionof two formulas requirestheapplicationof the
distributive equationf 1 � �

f 2
�

f 3 � 
 �
f 1 � f 2 � � �

f 1 � f 3 �
andpossiblyotherequations.

At any stageof this algorithmthereare threeformulas
thatareactive: theoriginal formulaF on which eval is ap-
plied, the formula F � , and the result of the evaluationof
thesubformulaFsub. So,by theorem1 we cansaythatthe
spacecomplexity of thisalgorithmis O

�
m22m logm � . More-

over, as the algorithm traversesthe formula onceat each
nodeit can possiblyspendO

�
m22m logm � time to do the

conjunctionandexclusivedisjunction.Hencethetimecom-
plexity of the algorithm is O

�
m22m logm � / O

�
m22m logm �

or O
�
m422m log2 m � . Thesetwo boundsaregivenasthefol-

lowing theorem.

Theorem 2 At any stage of monitoring the space and time

complexity of the evaluation of the monitored LTL formula
on the current state is O

�
m22m logm � and O

�
m422m log2 m �

respectively.

5 Examples and Experiments

This section illustrates the use of Eagle on two
concurrency-relatedapplications– detectionof deadlock
potentialsandtestingof a real-timeconcurrentsystem.

5.1 Using Eagle for Deadlock Detection

We presentanexamplethatillustratestheuseof EAGLE

to detecta simple classof cyclic deadlocks. Speci�cally
EAGLE monitorsan event streamof lock acquisitionsand
releases,andreportsany cyclic lock dependencies.If there
aretwo threadst1 andt2 suchthatt1 takeslock l1, andthen
prior to releasingl1, takeslock l2, andfurthermoreif t2 takes
lock l2, and then prior to releasingl2, takes lock l1, then
thereis a cyclic lock dependency that indicatesthe possi-
bility of deadlock. This is a simpli�cation of the general
dining philosopherproblem,restrictedto cyclesof length
two.

We presenttwo implementations.One illustrateshow
EAGLE integrateswith Java, allowing one to intermix al-
gorithmswritten in a generalprogramminglanguagewith
EAGLE monitors. The other is a ”pure” solutionthat just
usesEAGLE rules. Each solution utilizes the ability of
EAGLE to parameterizerules with datavaluesas well as
formulas.

For both implementationsthestateobservedby EAGLE

containsthreeintegervariablesthatgetupdatedeachtimea
new lockor releaseeventis sentto theobserver. Lets bethe
objectrepresentingtheobserverstate.Thevariables.type
is setto 1 if theeventis a lock eventand2 if it is a release
event.s.thread is anintegerwhichuniquelyidenti�es the
threadands.lock uniquely identi�es the lock. For clar-
ity we de�ne predicatess.lock() ands.release() that
testwhethers.type is setto 1 or 2, respectively. We �rst
presentthepuresolution.

min Conflict � int t % int l1 % int l2 	 �
Until ��) � s& release��	 � s& thread � t � s& lock � l2 	 %

s& lock ��	 � s& thread � t � s& lock � l1 	
min ConflictLock � int t % int l1 % int l2 	�� s& lock ��	 �

s& thread 
� t � s& lock � l2 � Conflict � s& thread% l1 % l2 	
min NestedLock � int t % int l 	��

Until � ) � s& release� 	 � s& thread � t � s& lock � l 	 %
s& lock ��	 � s& thread � t � s& lock 
� l �
� � Sometime � ConflictLock � t % l % s& lock 	 	 �
+ SometimePast � ConflictLock � t % l % s& lock	 	 	 	

mon M � ) Sometime � s& lock � 	 �
NestedLock � s& thread% s& lock	 	
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Theintuition is thattheSometime in monitorM is satis-
�ed in a statewherea lock is takenthat is the”�rst” of the
four locks in the patterndescribedabove. The threadand
thelock valueof that lock arepassedasdataparametersto
NestedLock which ”searches”for a subsequentlock taken
by that threadprior to the releaseof the �rst lock. If such
a secondlock is found, it bindsthe datavalueof the sec-
ondlock to adataparameterandsearchesbothforwardand
backwardthroughthetracewith ConflictLock for a second
threadthattakesthetwo locksin reverseorder.

The secondimplementationusesa set data structure
within the observer statethatholdstriples of valuesof the
form � t � l1 � l2 � recordingthatthreadt tooknestedlocksl1 and
then l2. The predicateaddTriple insertssucha triple into
thesetandevaluatesto true if thereis no con�icting triple
in the set. A con�icting triple is oneof the form � t2 � l2 � l1 �
for t2 �
 t.

max DiffLock � int t % int l 	�� s& lock ��	 � s& thread � t � s& lock 
� l
max CheckLock � int t % int l 	 � s& lock ��	 � s& thread � t �

s& lock 
� l � s& addTri ple� t % l % s& lock	
max Release � int t % int l 	�� s& release��	 � s& thread � t � s& lock � l
min NestedDiffLock � int t % int l 	 �

Until ��) Release � t % l 	 % DiffLock � t % l 	 	
min NestedCheckLock � int t % int l 	 �

Until ��) Release � t % l 	 % CheckLock � t % l 	 	
mon M � Always � � s& lock ��	 � NestedDiffLock � s& thread% s& lock	 	

� NestedCheckLock � s& thread% s& lock 	

The monitor identi�es a �rst lock andthe rule Nested-
DiffLock returnstrue if a second,nested,lock is taken. If
so, NestedCheckLock addsthe triple to the setandreturns
falseif acon�ict exists.

5.2 Testing a Planetary Rover

The EAGLE logic hasbeenapplied in the testingof a
planetaryrover controller, aspartof anongoingcollabora-
tive effort with othercolleagues(see[2]) to createa fully
automatedtest-casegenerationandexecutionenvironment
for this application.Thecontrollerconsistsof 35,000lines
of C++ codeandis implementedasa multi-threadedsys-
tem, wheresynchronizationbetweenthreadsis performed
throughsharedvariables,mutexesandconditionvariables.
The controller operatesa rover, namedK9, which essen-
tially is asmallcar/robotonwheels.K9 itself is aprototype,
andservesto form thebasisof experimentswith rovermis-
sionsonMars.Thecontrollerexecutesplansgivenasinput.
A plan is a tree-like structureof actionsand sub-actions.
The leaf-actionscontrol the rover hardware components.
Eachaction is optionally associatedwith time constraints
indicatingwhen it shouldstart and when it shouldtermi-
nate. Figure3 presentsan exampleinput plan. The plan
is namedP andconsistsof two sub-tasksT1 andT2, which

(block
:id P
:node-list (

(task
:id T1
:start-temporal-conditions (( P start (1 5)))
:end-temporal-conditions (( T1 start (1 30)))

)
(task

:id T2
:start-temporal-conditions (( T1 end (10 20)))

)
)

)

Figure 3. Example plan

aresupposedto beexecutedsequentiallyin thegivenorder.
The plan speci�es thatT1 shouldstart1-5 secondsafter P
startsandshouldend1-30secondsafterT1 starts.TaskT2
shouldstart10-20secondsafterT1 ends.Thecontrollerhas
beenhand-instrumentedin a few placesto generateanexe-
cutiontracewhenexecuted.An exampleexecutiontraceof
theplanin Figure3 is presentedbelow:

start P 397
start T1 1407
success T1 2440
start T2 14070
success T2 15200
success P 15360

In additionto informationaboutstartand(successfulor fail-
ing) termination,eachevent in the traceis associatedwith
a time-stampin millisecondssincethe start if the applica-
tion. Thetestingenvironment,namedX9 (explorerof K9),
containsa test-casegenerator, thatautomaticallygenerates
input plansfor the controller from a grammardescribing
thestructureof plans.A modelcheckerextendedwith sym-
bolic executionis usedto generatethe plans[14]. Addi-
tionally, for eachinput plan a setof temporalformulasis
generated,that the executiontraceobtainedby executing
thatplanshouldsatisfy. Thecontrolleris executedon each
generatedplan, andthe implementationof EAGLE is used
to monitor that the generatedexecutiontracesatis�es the
formulasgeneratedfor thatparticularplan. Theproperties
generatedfor theplanin Figure3 arepresentedin Figure4,
andshouldbeself-explainable.

X9 was evaluatedby seedingerrors in the rover con-
troller. Oneerror hadto do with the closenessin time be-
tweenterminationof onetaskandthe startof the succes-
sor. If a taskT1 endedin a particulartime range(after the
starttime of thesuccessorT2), thentaskT2 would wrongly
fail rather than execute. RunningX9 detectedthis prob-
lem immediately. Note that the propertyviolatedwasbi-
nary/propositionalin nature:a taskfailedthat shouldhave
succeeded.
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mon M0 = Sometime({s.start("P")}) .
mon M1 = Always({s.start("P")} ->

(Sometime({s.success("P")}
\/ {s.fail("P")}))) .

mon M2 = Always({s.start("P")} ->
Sometime({s.start("T1")})) .

mon M3 = Always({s.success("T2")} ->
Sometime({s.success("P")}))) .

mon M4 = Always({s.start("T1")} ->
(Sometime({s.success("T1")})
\/ Sometime({s.fail("T1)}))) .

mon M5 = Always({s.fail("T1")} ->
not Sometime({s.start("T2")})) .

mon M6 = Always({s.success("T1")} ->
Sometime({s.start("T2")})) .

mon M7 = Always({s.start("T2")} ->
(Sometime({s.success("T2")}
\/ {s.fail("T2")}))) .

Figure 4. Generated properties

EAGLE allowsfor theformulationof real-timeproperties
thattake thetime stampsinto account.Suchanexperiment
is mentionedin [5]. In thatexperimenta realunknown bug
waslocated.It wasdiscoveredthat theapplicationdid not
checklower boundson durations,whereasit should. That
is, if a task �nished before it was supposedto, the task
shouldfail, but it wrongly succeeded.Thebug wasnot im-
mediatelycorrected,andlatershowedupduringa �eld test
of therover.

6 Conclusion and Future Work
We have presenteda representationof linear tempo-

ral logic with both pastand future temporaloperatorsin
EAGLE. Wehaveshown how thegeneralizedmonitoringal-
gorithmfor EAGLE becomessimpleandelegantfor thispar-
ticularcase.Wehaveboundedthespaceandtimecomplex-
ity of this specializedalgorithmandthusshowedthatgen-
eralLTL monitoringis spaceef�cient if we usetheEAGLE
framework. Initial experimentshave beensuccessful.Fu-
turework includes:optimizingthecurrentimplementation
andinvestigatingotheref�cient subsetsof EAGLE.
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[18] K. Sen, G. Roşu, and G. Agha. Generating Optimal Linear
Temporal Logic Monitors by Coinduction. In Proceedings
of 8thAsianComputingScienceConference(ASIAN'03)(To
appearin LNCS), December 2003.

8


