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Abstract

We briefly present a rule-based framework, called
EAGLE, shown to be capable of defining and implement-
ing finite trace monitoring logics, including future and past
time temporal logic, extended regular expressions, real-time
and metric temporal logics (MTL), interval logics, forms of
quantified temporal logics, and so on. In this paper we focus
on a linear temporal logic (LTL) specialisation of EAGLE.
For an initial formula of size m, we establish upper bounds
of O(m?2Mlogm) and O(m*22Mlog?m) for the space and
time complexity, respectively, of single step evaluation over
an input trace. This bound is close to the lower bound
O(2vM) for future-time LTL presented in [18]. EAGLE has
been successfully used, in both LTL and metric LTL forms,
to test a real-time controller of an experimental NASA plan-
etary rover.

1. Introduction

Lineartemporallogic (LTL) [17] is now widely usedfor

expressingpropertiesof concurrentand reactve systems.

Associatedproductionquality, veri cation tools have been
developed, most notably basedon model-checkingtech-
nology, and have enjoyed much successwvhen appliedto
relatively small-scalemodels. Tremendousdvanceshave
beermmadein combatinghecombinatoricstatespacesxplo-
sioninherentwith dataandconcurreng in modelchecking,
however, thereremainserioudimitationsfor its application
to full-scalemodelsandto software. This hasencouraged
shift in the way model checkingtechniquesare beingap-
plied, from full statespacecoverageto boundeduse for
sophisticatedesting,or dehugging, and from static appli-
cationto dynamic, or runtime, application. Our work on
EAGLE concernghis latterdirection.

*This author ismost grateful to RIACS/USRA and to the UK’s EPSRC
under grant GR/S40435/01 for the partial support provided to conduct this
research.

TThis author is grateful for the support received from RIACS to un-
dertake this research while participating in the Summer Student Research
Program at the NASA Ames Research Center.

In runtime veri cation a software component,an ob-
sener, monitorsthe executionof a programand checksits
conformity with a requiremenspeci cation. Runtimever
i cation canbeappliedto evaluateautomaticallytestruns,
eitheron-line or off-line, analyzingstoredexecutiontraces;
or it canbe usedon-line during operation.Severalruntime
veri cation systemshave beendeveloped,of which some
were presentedat threerecentinternationalworkshopson
runtimeveri cation [1]. Also awide variety of specialised
logics, largely basedon LTL, have beenproposedseefor
example,[6, 7, 9, 8, 16, 15, 12, 11, 10].  This wide va-
riety of logics causedusto searchfor a compactbut gen-
eralframawvork for de ning monitoringlogics,whichwould
be powerful enoughto captureessentiallyall of the above
describedogics, and more. Much in uenced by our ear
lier work on executable¢emporallogic METATEM, seefor
example[3], the logic EAGLE wasthe result. In [5], we
shavedtherichnessandexpressvity of EAGLE, described
an algorithmto synthesizemonitorsfor EAGLE and com-
mentedon animplementatiorof theframeawork in Javaand
someinitial experiments.However, we foundthatthe ef -
ciengy andcompleity analysisof thegeneraEAGLE mon-
itoring algorithmis dif cult andcanbe shavn to bedepen-
denton boththelengthof thetraceandthesizeof theinitial
formulain theworstcase.In this paperwe thusinvestigate
the compleity and practicaleffectivenesf a specialised
versionof themonitoringalgorithmfor thecaseof LTL con-
taininga x ednumberof pastandfuturetime temporalop-
eratorsembeddedisrulesin EAGLE. We outline an effec-
tive implementatiorof the monitoringalgorithmandprove
thatits spaceandtime compleity is exponentialin the size
of the formula and which is independenbf the length of
the tracefor single stepevaluation. This makesit scalable
in termsof spaceaswe do not storethe traceeitherexplic-
itly or implicitly.  Similar work was donein a rewriting
frameawork for the caseof future time LTL in [11]; how-
ever, therethe compleity of the monitoringwasnot clear
asit wasdependenbn the stratgy usedby the rewrite en-
ginefor rewriting. Thework in [12] addressea monitoring
algorithmfor pasttime LTL only.



The paperis structuredasfollows. Section2 introduces
ourlogic framewnork EAGLE andthenspecializest to LTL.
In section3 we discussthe monitoring algorithmand cal-
culuswith anillustrative example. This underliesour im-
plementatiorfor the specialcaseof LTL, which is brie y
describedn sectiond wherecompleity boundsfor theim-
plementationcan also be found. Section 5 describesan
experimentperformedusingEAGLE, andshavs how cyclic
deadlockpotentialscanbe detectedvith EAGLE. Section6
statesconclusiorandfuture work.

2 EAGLE and Linear Temporal Logic

EAGLE [5] offersa succinctbut powerful setof primitives,
essentiallysupportingrecursve parameterizecequations,
with a minimal/maximal x-point semanticgogetherwith

three temporal operators: next-time, previous-time, and
concatenation.The parametrizatiorof rules supportsrea-
soningaboutdatavaluesaswell asthe embeddingof real-
time, metric andstatisticaltemporallogics. In Section2.1
we motivate the fundamentakconceptsof EAGLE through
somesimple examplesdravn from LTL beforepresenting
its formal de nition. Then,in Section2.2we presenta full

embeddingf LTL in EAGLE andestablistits correctness.

2.1 Introducing EAGLE
2.1.1 Fundamental Concepts

In mosttemporallogics, the formulasCF and OF satisfy
thefollowing equivalences:

OF=FAQ(OF)  OF =FVO(OF)

Onecanshaw thatOF is a solutionto the recursie equa-
tion X = F AQOX; in factit is the maximal solution. A
fundamentalideain our logic, EAGLE, is to supportthis
kind of recursve de nition, andto enableusersde ne their
own temporalcombinatorsn sucha fashion.In thecurrent
framavork one canwrite the following de nitions for the
two combinatorAl ways andSonet i ne:

max Al ways(Form F) = F A QA ways(F)
min Sonet i me(Form F) =F v OSonet i ne(F)

First notethat theserulesare parameterizethy an EAGLE
formula (of type Form). Thus, assumingan atomic for-
mula, sayx < 0, then,in the contet of thesetwo de ni-
tions, we will be ableto write EAGLE formulassuchas,
Al ways (x > 0), or Al ways(Sonetime(x > 0)). Secondly
notethatthe Al ways operatoris de ned asmaximal;when
appliedto a formula F it denoteghe maximalsolutionto
theequatiorX = F A(OX. Ontheotherhand theSonet i ne
operatoris de ned asa minimal, and Sonet i me(F) repre-
sentsthe minimal solutionto theequationX = F v OX. In
EAGLE, this differenceonly becomesmportantwheneval-
uatingformulasatthe boundarie®f atrace.

EAGLE hasbeendesignedspeci cally asa generalpur-
posekerneltemporallogic for run-time monitoring. Soto

completehisverybriefintroductionto EAGLE suppos@®ne
wishedto monitorthefollowing propertyof aJava program
statecontainingtwo variablesx andy: “whenever we reach
a state where x = k > 0 for some value k, then eventually
we will reach a state at which y ==k”. In alineartemporal
logic augmentedvith rst orderquanti cation, we would
write: O(x > 0 — 3k.(k = xA Qy = k)). The parametriza-
tion mechanisnof EAGLE allows dataaswell asformulas
asparameterandareableto encodeheabove as:

min R(int k) = Soneti ne(y ==k)
mon M = Al ways (x> 0 — R(x))

The de nition starting with keyword mon speci es the

EAGLE formulato be monitored. The rule R is parame-
terizedwith anintegerk; it is instantiatedn the monitor
M whenx > 0 andhencecaptureghevalueof x atthatmo-

ment.RuleR replacesheexistentialquanti er. EAGLE also
providesa previous-timeoperatoywhichallows usto de ne

pasttime operatorsanda concatenatiowperatorwhich al-

lows usersto de ne interval basedogics,andmore. Data
parametrizationvorks uniformly for rulesover pastaswell

asfuture;thisis non-trivial to achieve astheimplementation
doesnt storethetrace,see[5].

212 EAGLE Syntax

A speci cationS comprisesadeclaratiorpartD andanob-
sener partO. D compriseszeroor more rule de nitions
R, and O compriseszero or more monitor de nitions M,
which specifywhatis to be monitored.Rulesandmonitors
arenamed(N).

S = DO

D = KR

O = M*

R = {max |min} N(Ty xq,...,TaXn) =F

M == monN=F

T = Form| primitive type

Fou= exp|true|false|-F [FiAR RV [FL— R

OF |OF [ F1-R2[N(Fy,...,Fn) [ X

A rule de nition R is precededby a keyword indicating
whetherthe interpretationis maximalor minimal. Param-
etersaretyped,andcaneitherbe a formula of type Form,
or of a primitive type, suchasint, long, oat, etc.. The
body of a rule/monitoris a boolean-aluedformula of the
syntacticcategory Form. However, amonitorcannothave a
recursvede nition, thatis,amonitorde nedasmonN =F
cannotuseN in F. For ruleswe do not placesuchrestric-
tions. The propositionsof this logic are booleanexpres-
sionsover an obsenrer state. Formulasare composedus-
ing standargropositionatonnectvestogethemwith anext-
stateoperator(QOF), a previous-stateoperator(® F), and
aconcatenation-operatdF; - /). Finally, rulescanbe ap-
plied and their parametersnust be type correct; formula
argumentcanbeary formula,with therestrictionthatif an
argumentis anexpressionjt mustbe of booleartype.



2.1.3 EAGLE Semantics

The semanticsf the logic is de ned in termsof a satis-
factionrelation, |=, betweenexecutiontracesand speci -
cations. We assumethat an executiontraces is a nite

sequencef programstatess = s1S2...Sn, Where|s| =n
is the length of the trace. The ' th states; of a traces is
denotedby s(i). Thetermsliil denoteghe sub-traceof s

from positioni to position j, bothpositionsincluded.Given
atraces andaspeci cationD O, wede ne:

oc=DO iff Y(monN=F)cO.0,1pF

That is, a trace satis es a speci cation if the trace, ob-

senedfrom position1 (the rst state),satis eseachmon-
itored formula. The de nition of the satiskction relation
Ep C (Trace x nat) x Form, for a setof rule de nitions

D, is presentedbelow, where0 < i < n+ 1 for sometrace
s =5152...Sy. Notethatthe positionof atracecanbecome
0 (beforethe rst state)whengoingbackwards,andcanbe-
comen + 1 (afterthe last state)whengoingforwards,both
case<causingrule applicationsto evaluateto eithertrue if

maximalor falseif minimal, without consideringhe body
of therulesat thatpoint.

0,i Ep exp iff 1 <i<|o|and eval(exp)(a(i))
07i ':Dw

a,i %Df&lj

O',i'ZD—!F iffO',ib&DF

a,i ':D FiAF iff o) ':D F1and g,i ':D F
o,iEpF VR iffojiEpFioroiEp R
0,i =p F1 = R iff 0,i =p F; implies 0,i =p F»

o,i=p QF iffi<|ojando,i+1EpF
o,iEpOF iffl1<iando,i—1EpF
o,iEpF-Fp iff3jsti<j<|o|+1land

olti-Ui =p Fyand ol 1 =p Fp
O,i ':D N(F]_,...,Fm)
if 1 <i<|o]|then:
0,i Ep F[x1— F1,...,Xm+— Fn
iff where (N(T1 X1,..., TmXm) =F) €D
otherwise, ifi =0 or i = |o]| + 1 then:
rule N is defined as max in D

An atomicformula (exp) is evaluatedin the currentstate,
i, in casethe positioni is within the trace(1 < i < n); for
theboundarycasegi = 0 andi = n+ 1) it evaluatedo false.
Propositionakconnectveshave their usualsemanticsn all
positions.A next-time formula(QF evaluatedo trueif the
currentposition is not beyond the last stateand F holds
in the next position. Dually for the previous-timeformula.
The concatenatiofiormulaF; - F; is trueif thetraces can
be split into two sub-traces = s1S2, suchthatF; is true
on s1, obsened from the currentpositioni, andF; is true
on s> (ignoring s, andtherebylimiting the scopeof past
time operators) Applying arule within the trace(positions
1...n) consistf replacingthecall with theright-handside
of the de nition, substitutingargumentgor formal param-
eters. At the boundarieq0 and n + 1) a rule application
evaluatego trueif andonly if it is maximal.

2.2 Linear Temporal Logicin EAGLE

We havebrie y seerhow in EAGLE onecande ne rules
for thed and¢ temporaloperatordor LTL. Herewe com-
plete an embeddingof propositionalLTL in EAGLE and
prove its semanticcorrespondenceFigure 1 givesthe se-
manticde nition of the sinceanduntil LTL temporaloper
atorsover nite tracesthede nitions of O) and(®, andthe
propositionalconnectves,are asfor EAGLE. We assume
the usualcollectionof future andpastlineartime temporal
operators.

oiEFUR iff
1<i<|ojandFiz: i <iz <|o]and 0,iz = F2 and
Vip:i<ip<izimpliesg,ii1 EFy
OiERSFK iff
1<i<|ojanddiz: 1<ip<iando,iy =Fand
Vii:ip<ip<iimplieso,ii EF

with definitions
OF =true UF OF =true S F
OF ==0-F OF = =¢-F
FFWh=FRUY4RVOFR FLZ2RH=F SFkVHR

Figure 1. Semantic definitions for LTL

For eachtemporabperatorfutureandpastwede ne acor
respondingEAGLE rule. Theembeddings straightforvard
andrequireslittle explanation. The future time operators
giveriseto thefollowing setof rules:

min Next (Form F) = OF

max Al ways (Form F) = F A OAl ways(F)

min Sonet i ne(Form F) = F v (OSonet i me(F)

min Unti| (Form Fy,Form Fp) = F vV (FLAQUnti | (Fy, F2))
max Unl ess(Form Fy,Form Fp) = RV (FL AQUnl ess(Fy, F2))

The pasttime operatorsof LTL give rise to the following
rules.

min Previous(Form F) = OF

max Al waysPast (Form F) = F A©Al waysPast (F))

min Soret i nePast (Form F) = F vV (© Sonet i nePast (F))

min Si nce(Form Fy, Form Fp) = F v (FL A O Si nce(F, F))

max Zi nce(Form Fy, Form F) = RV (Fu A O Zi nce(Fy, F2))
An EAGLE contet containingall of the above rulesthen
enablesary propositionalLTL monitoring formula to be
expressedasa monitoringformulain EAGLE by mapping
the LTL operatorsto the EAGLE counterparts. Note that
throughsimply combiningthede nitions for thefutureand
pasttime LTLs de ned above, we obtaina temporallogic
over the future, presentand past,in which one canfreely
intermix the futureandpasttime modalities.

Correctness of Embedding:

To justify the above EAGLE de nitions of LTL temporal
operatorswe cande ne an embeddingfunction Embed :



LTL — EAGLE thatmapsQF to Next (Embed(F)), OF to
Al ways (Embed(F)), etc.,andthenformally establishthat
S,i =1L F iff s,i [=pagLe Embed(F) for all tracess and
indicesi. Theprooffollowsby inductionoverthestructure
of theformulaF; insufcient spaceallows for its inclusion,
but see[4].

3 Algorithm

In this section,we now outline the computatiormecha-
nismusedo determinevhetheramonitoringformulagiven
in LTL holdsfor somegiveninput sequencef events.The
evaluationof a formulaF on a states = s(i) in atraces
resultsin anotherformulaeval(F,s) with the propertythat
s,i = F if andonlyif s,i+1|= eval(F,s). Thede nition of
thefunctioneval : Formx State— Formusesanotheruxil-
iary functionupdate : Formx State— Form. Therole of the
functionupdate is to pre-evaluatea formulaif it is guarded
by a previous operator Formally, update hasthe property
thats,i = QF iff s,i+ 1= update(F,s). Hadtherebeemo
pasttime modalityin EAGLE we couldhaveignoredupdate
andsimplywrittens,i = QF iff s,i+ 1= F. Thevalueof
aformulaF attheendof atraceis givenby value(F). The
functionvalue : Form— {true falseé: whenappliedonF re-
turnstrueif F is satis ed attheendof thetraceor in other
wordsiff s,|s|+ 1 = F andreturnsfalseotherwise. Thus
givenasequencef states;s;...sp, anLTL formulaF writ-
tenin EAGLE is saidto besatis edby thesequencef states
if and only if value(eval(...eval(eval(F,s1),S2)...5n)) is
true Thede nition of the functionseval, update andvalue
formsthe calculusof the LTL subsebf EAGLE.

3.1 Calculus

The eval, update andvalue functionsarede ned a pri-
ori for all operatorswhichis not possiblefor fully general
EAGLE [5]. We donotde ne thefunctionson the previous
operator(®, sincethis operatoris eliminatedin the calcu-
lus. Thede nition of eval, update andvalue onthedifferent
primitive EAGLE operatorss givenin Figure2. In thegiven
de nitions, op canbe A,V,—. Notethateval of aformula
of theform OF on a states reducedo the update of F on
states. This ensureghatif F containsary pasttime oper
atorsthenupdate of F updateshem properly Moreover,
value(QF) is falseastheoperatorQ) hasa stronginterpre-
tationin EAGLE. Thevalue of amaxruleis trueandthatof
amin ruleis false

e if Ris max
if Ris min

valugR(Fy,...,Fn)) =
valugR(Fy,...,F)) = fI

Future Time Operators
Considerthe Al ways operator:

max Al ways(Form F) = F A QA ways(F)

eval(true, s) = true
eval(false s) = false

eval(exp,s) = valueofexpins
eval(F1 op R, 9) = eval(Fy,s) opeval(Fy,s)
eval(—F,s) = -eval(F,s)

eval(OF,s) = updat€F,s)

valug(true) — true

valug(false) = false

value(exp) — false

valugF; op ) = valugF;) opvalugF,)
valug—F) = -wvalugF)

valug OF ) — false

updatétrue, s) = true

updatdfalse,s) = false

updatéexp,s) exp

updatéF; op R, s)
updaté—F, s)

updaté OF,s)

updatéF,s) op updateF,, s)
—updatéF, s)

QupdatéF,s)

Figure 2. eval, value and update definitions

For thisrule eval andupdate arede ned asfollows.

eval(Al ways (F),s) = eval(F A QA ways(F),s)
updatéAl ways (F),s) = Al ways (updatéF,s))

Similarly we cangive the calculusfor the otherfuturetime
LTL operatorsasfollows:

eval(Next (F),s) = eval(OF, s)
updatéNext (F),s) = Next (updat€F,s))

eval(Soneti me(F),s) = eval(F v OSonet i ne(F),s)
updatéSomet i me(F),s) = Sonet i ne(updatéF,s))

ne
eval(Until (Fq,R),s) =eval(F, vV (FLAQUNti | (F1,F2)),s)
updatéUnti | (Fi,F2),s) = Unti | (updatéF,s),updatéF,,s))

eval(Unl ess(Fy,F2),s) = eval(F2 V (FL AQUnl ess(F1,F2)),s)
updatéUnl ess(F1,F),s) = Unl ess(updatéF, s), updatéF,, s))

Past Time Operators

Thepasttime LTL operatorarede nedin theform of rules
containinga © operatorIn generaljf arule containsafor-

mulaF guardedy apreviousoperatoonits right handside
thenwe evaluateF at every eventandusetheresultof this
evaluationin the next state. Thus,the resultof evaluating
F mustbe storedin sometemporaryplaceholdersothatit

canbeusedin the next state.To allocatea placeholderwe
introduce,for every formula guardedby a previous opera-
tor, anargumentin therule andusetheseargumentsn the
de nition of eval andupdate for thisrule. Let usillustrate
this asfollows.

max Al waysPast (Form F) = F A © Al waysPast (F)



For this rule we introduce another auxiliary rule
Al waysPast’ that containsan extra argumentcorrespond-
ing to theformula® Al waysPast (F). In arny LTL formula,
we usethis primedversionof therule insteadof theoriginal
rule.

Al waysPast (F) = Al waysPast ' (F, true)
eval(Al waysPast ' (F,past),s) = eval(F A past,s)
updatéAl waysPast ' (F,past),s) =

Al waysPast’(updatdF, s), eval(Al waysPast ' (F,past),s))

Here, in eval, the subformula® Al waysPast (F) guarded
by the previous operatoris replacedby the agumentpast;

that containsthe evaluationof the subformulain the pre-
vious state. In update we not only updatethe argument
F but alsoevaluatethe subformulaAl waysPast ’(F, past;)

and passit as secondargumentof Al waysPast’. Thusin

the next statepast; is boundto O Al waysPast ’(F,past; ).

Notethatin the de nition of Al waysPast ’ we passtrue as
the secondargument. This is becauseAl waysPast being
de ned amaximaloperatoyits previousvalueat the begin-

ning of thetraceis true Similarly, we cangive thecalculus
for theotherpasttime LTL operatorsasfollows:

Previ ous(F) = Previ ous’(F, false)
eval(Pr evi ous’(F,past ),s) = eval(past,s)
updatéPr evi ous’(F,past),s) =
Previ ous’(updatdF,s),eval(F,s))
Sonet i mePast (F) = Sonet i nePast ' (F, false)
eval(Sonet i mePast ’'(F, past ),s) = eval(F V past, s)
updatéSonet i mePast ’(F, past ), s) =
Sonet i mePast '(updatéF, s), eval(Sonet i mePast ’(F, past ), s))
Si nce(Fy, F2) = Si nce! (Fyp, Py, false)
eval(Si nce'(Fq, R, past ), s) = eval(F2 V (FL A past), )
updatéSi nce’(Fy, Fp,past),s) =
Si nce’(updatéFy, s), updatéFy, s),eval(Si nce’ (Fy, Fp, past ), s))
Zi nce(Fy,F2) = Zi nce’ (Fy, R, true)
eval(Zi nce’(Fy,F, past),s) = eval(F2 V (F1 A past ), s)
updatéZi nce’(Fy, R, past),s) =
Zi nce’(updatéFy, s), updatéFy, s), eval(Zi nce’(F1, P, past ), s))

For the sale of completenessf the calculuswe explicitly
de ne value ontheabove LTL operatorasfollows:

valug/Al ways (F)) = valugAl waysPast ' (F, past ))

= valugUnl ess(F1,F2)) = valugZi nce’(Fy, Fp, past ) = true
valugSonet i me(F)) = valugSoret i mePast ’(F, past))

= valugUntil (F,F)) = valugSi nce’ (Fy, Fp, past)) = false

Note that in the above calculuswe have eliminatedthe
previous operatorby introducingan auxiliary argumentor
placeholdeffor every formula guardedby the © operator
So,we can't usethe operator® whenwriting anLTL for-
mula; insteadwe usethe rule Pr evi ous asde ned above.

Correctness of Evaluation

Given a setof de nitions of eval, update andvalue func-
tions for the differentoperatorsof LTL, asdetailedabove,

we claim that for a given sequences = s15>...S, andan
EAGLE embedded.TL formulaF:

0,1 =pacLe F iff value(wal(.. . eval(eval(F,s1),5p) . .. $n))-

Insufcient spaceprohibitsinclusionof the proof.

4 Implementation and Complexity

We have implementedin Java the EAGLE monitoring
framework. In orderto make the implementatioref cient
we usethe decisionprocedureof Hsiang[13]. The proce-
durereducesa tautologicalformulato the constantrue, a
falseformulato the constantfalse,andall otherformulas
to canonicafforms, eachasan exclusive disjunction(®) of
conjunctionsTheprocedures givenbelow usingequations
thatareshavn to be Church-Rossegindterminatingmodulo
associatiity andcommutatvity.

sinplify:

true A@=0 false A@= false

PAP=0 V= AR)OpOP

false @@= @ Q1 — @ =trued @ ® (P A @)

oD @= false =@ =trued @ d®

“P=tue 89 QA (ROP) = (LAR)D (PLAD)

In particularthe equations Af =f andf @ f = falseen-
suresthat, at the time of monitoring,we do not expandthe
formulabeyondbound.Theboundis givenby thefollowing
theorem:

Theorem 1 The size of the formula at any stage of moni-
toring is bounded by O(m?2™logm), where m is the size of
the initial LTL formula f for which we started monitoring.

Proof The above set of equations,when regardedas
simpli cation rules, keepsary LTL formulain a canoni-
calform, whichis anexclusive disjunctionof conjunctions,
wherethe conjunctsareeitherpropositionsor subformulas
having temporaloperatorsattop.Moreoer, aftera seriesof
applicationsof eval onthe statess1, sy, ..., Sn, the conjuncts
in the normal form eval(...eval(eval(f ,s1),s2)...,5n) are
propositionsor subformulasof the initial formulaf, each
having a temporaloperatorat its top. Sincethereare at
mostm suchsubformulasijt follows thatthereare at most
2™ possibilitiesto combinethemin a conjunction. The
spacerequiremenfor a conjunctionis O(mlogm), assum-
ing thatin the conjunction,insteadof keepingthe actual
conjuncts,we keepa pointerto the conjunctsand assum-
ing that eachpointertakes O(logm) bits.! Therefore,one

LEvery unique subformula having atemporal operator at the top in the
origina formula can give rise to several copies in the process of monitor-
ing. For example, if we consider F; = O¢q after some steps, it may get
converted to F, = 0qATOQ. InF, the two subformulas (q are essentialy
copiesof ¢qinF;. Itiseasy to seedl such copies at any stage of monitor-
ing will be same. So we can keep a single copy of them and in the formula
we use a pointer to point to that copy.



needsspaceO(m2™logm) to storethe structureof ary ex-

clusive disjunction of such conjunctions. Now, we need
to considerthe storagerequirementdor eachof the con-
junctsthatappearsn the conjunction. Note that, if a con-
junct containsa nestedpasttime operatoy the past; argu-
mentof that operatorcanbe a formula. However, instead
of storingthe actualformulaat the algumentpast; we can
have a pointer to the formula. Thus, eachconjunctcan
take spaceup to O(mlogm). Hencespacerequiredby all

the conjunctsis O(m?logm). Now for eachpastoperator
we have a formula that is pointedto by the past; argu-
ment and all thoseformulas by the above reasoningcan
take up spaceO(m?2Mlogm). Hencethe total spacere-

quirementis O(mlogm2™ + m?logm + m?2™logm), which

is O(m?2™logm).

The implementatiorcontainsa stratgy for the applica-
tion of theseequationghatensureshatthetime complexity
of eachstepin monitoringis bounded We next describethe
stratgy brie y. Since,our LTL formulasareexclusive dis-
junctionof conjunctionsve cantreatthemasatreeof depth
two: theroot nodeat depthO representinghe & operator
the children of the root at depth1 representinghe A op-
eratorsandthe leaf nodesat depth2 representingroposi-
tionsandsubformulasaving temporaloperatorsatthetop.
Theapplicationof theeval functionon aformulais donein
depth- rstfashionon this treeandwe build up theresultant
formulain a bottom-upfashion. At the leavesthe applica-
tion of eval resultseitherin the evaluationof a proposition
or the evaluationof arule. The evaluationof a proposition
returnseithertrue or false. We assumehat this evaluation
takesunit time. On the otherhand,the evaluationof arule
may resultin anotherformulain canonicalform. The for-
mulaatary internalnode(i.e.aA nodeor a® node)is then
evaluatedby taking the conjunction(or exclusive disjunc-
tion) of theformulasof the childrennodesasthey geteval-
uatedandthensimplifying themusingthe setof equations
sinplify. Notethattheapplicationof sinplify onthe
conjunctionof two formulas requireshe applicationof the
distributive equationf 1 A (fo @ f3) = (f1AT2)® (F1AT3)
andpossiblyotherequations.

At ary stageof this algorithmthereare threeformulas
thatareactive: the original formulaF onwhicheval is ap-
plied, the formula F’, and the result of the evaluation of
the subformulaFsub. So,by theoreml we cansaythatthe
spacecompleity of thisalgorithmis O(m22™logm). More-
over, asthe algorithm traversesthe formula once at each
nodeit can possibly spendO(m?2™logm) time to do the
conjunctionandexclusivedisjunction.Hencethetime com-
plexity of the algorithmis O(m?2™logm) - O(m?2™logm)
or O(m*22Mlog?m). Thesetwo boundsaregivenasthefol-
lowing theorem.

Theorem 2 At any stage of monitoring the space and time

complexity of the evaluation of the monitored LTL formula
on the current state is O(m?2™logm) and O(m*22™log?m)
respectively.

5 Examplesand Experiments

This section illustrates the use of Eagle on two
concurreng-relatedapplications— detectionof deadlock
potentialsandtestingof areal-timeconcurrensystem.

5.1 Using Eaglefor Deadlock Detection

We presentanexamplethatillustratesthe useof EAGLE
to detecta simple classof cyclic deadlocks. Speci cally
EAGLE monitorsan event streamof lock acquisitionsand
releasesandreportsary cyclic lock dependenciedf there
aretwo threadd; andt, suchthatt; takeslock I, andthen
priortoreleasinds, takeslock I, andfurthermordf t, takes
lock I, andthenprior to releasingl,, takeslock l1, then
thereis a cyclic lock dependency that indicatesthe possi-
bility of deadlock. This is a simpli cation of the general
dining philosopherproblem,restrictedto cycles of length
two.

We presenttwo implementations.One illustrateshow
EAGLE integrateswith Java, allowing oneto intermix al-
gorithmswritten in a generalprogramminglanguagewith
EAGLE monitors. The otheris a "pure” solutionthat just
usesEAGLE rules. Each solution utilizes the ability of
EAGLE to parameterizeules with datavaluesaswell as
formulas.

For bothimplementationghe stateobsenedby EAGLE
containghreeintegervariableghatgetupdateceachtime a
new lock or releaseventis sentto theobserer. Lets bethe
objectrepresentinghe obsener state.Thevariables. t ype
is setto 1 if theeventis alock eventand?2 if it is arelease
event.s. t hr ead is anintegerwhich uniquelyidenti es the
threadands. | ock uniquelyidenti es the lock. For clar
ity we de ne predicatess. | ock() ands. rel ease() that
testwhethers. t ype is setto 1 or 2, respectiely. We rst
presenthe puresolution.

min Conflict (intt,intlq,intl2) =
Until (—(sreleas¢) Asthread=tAslok=15),
slok() Asthread=t Aslok=1,)
min ConflictLock(intt,intly,int 1) = s.lock() A
sthread#t Aslodk=1,AConflict (sthreadly,ls)
min Nest edLock(int t,int 1) =
Until (—(sreleas¢) Asthread=tAslok=1),
slock() Asthread=t Aslok# 1A
(OSonet i me(ConflictLock(t,l,slok))V
@®Sonet i mePast (Confli ct Lock(t,l,slok))))
mon M = —Sonet i me(s.lock() A
Nest edLock (s.thread s.lock))



Theintuition is thatthe Sonet i me in monitorM is satis-
ed in astatewherealock is takenthatis the” rst” of the
four locks in the patterndescribedabore. The threadand
thelock valueof thatlock are passedsdataparameterso
NestedLock which "searches’for a subsequenibck taken
by thatthreadprior to the releaseof the rst lock. If such
a secondock is found, it bindsthe datavalue of the sec-
ondlock to adataparameteandsearchebgothforwardand
backwardthroughthe tracewith ConflictLock for a second
threadthattakesthetwo locksin reverseordet

The secondimplementationusesa set data structure
within the obsener statethat holdstriples of valuesof the
form|[t,l1,12] recordingthatthread tooknestedocksl; and
thenl,. The predicateaddTriple insertssucha triple into
the setandevaluatego trueif thereis no con icting triple
in the set. A con icting triple is oneof the form [to, I2, 4]
for ty #t.

max Di ffLock(intt,intl) = slodk() Asthread=tAslok #I
max CheckLock(intt,int I) = slock() Asthread=tA
slodk # | As.addTriple(t,l,s.lock)

max Rel ease(intt,intI) = sreleas¢) Asthread=t Aslock = |
min Nest edDi f f Lock(intt,int ) =

Until (—Rel ease(t,l),Di ff Lock(t,I))
min Nest edCheckLock(intt,int1) =

Unti | (—Rel ease(t,l),CheckLock(t,l))
mon M = Al ways((s.lock() ANest edDi f f Lock (s.thread s.lock))

— Nest edCheckLock (s.thread s.lock)

The monitoridenti es a rst lock andthe rule Nested-
DiffLock returnstrueif a secondnested)ock is taken. If
so, NestedCheckLock addsthe triple to the setandreturns
falseif acon ict exists.

5.2 Testing a Planetary Rover

The EAGLE logic hasbeenappliedin the testingof a
planetaryrover controller aspartof an ongoingcollabora-
tive effort with othercolleaguegsee[2]) to createa fully
automatedest-casayeneratiorand executionervironment
for this application. The controllerconsistsof 35,000lines
of C++ codeandis implementedas a multi-threadedsys-
tem, wheresynchronizatiorbetweenthreadsis performed
throughsharedvariables mutexesand conditionvariables.
The controller operatesa rover, namedK9, which essen-
tially isasmallcar/roboonwheels.K9 itselfis aprototype,
andsenesto form the basisof experimentswith rover mis-
sionson Mars. Thecontrollerexecutegplansgivenasinput.
A planis a tree-like structureof actionsand sub-actions.
The leaf-actionscontrol the rover hardware components.
Eachactionis optionally associatedvith time constraints
indicatingwhenit shouldstartand whenit shouldtermi-
nate. Figure 3 presentsan exampleinput plan. The plan
is namedP andconsistsof two sub-task§1 andT2, which

(bl ock
tid P
:node-1list (
(task
(id T1
:start-tenporal -conditions (( P start (15)))
cend-tenporal -conditions (( Tl start (1 30)))

)
(task

vid T2
:start-tenporal -conditions (( T1 end (10 20)))

)
)
)

Figure 3. Example plan

aresupposedo be executedsequentiallyin thegivenorder
The plan speci esthat T1 shouldstart1-5 secondsafter P
startsandshouldend1-30secondsfter T1 starts. TaskT2
shouldstart10-20secondsfterT1 ends.Thecontrollerhas
beenhand-instrumenteith a few placesto generateanexe-
cutiontracewhenexecuted An exampleexecutiontraceof
theplanin Figure3is presentedbelow:

start P 397
start T1 1407
success T1 2440
start T2 14070
success T2 15200
success P 15360

In additionto informationaboutstartand(successfubr fail-
ing) termination,eacheventin the traceis associateavith
a time-stampin millisecondssincethe startif the applica-
tion. Thetestingenvironment,namedX9 (explorerof K9),
containsa test-cas@eneratgrthat automaticallygenerates
input plansfor the controller from a grammardescribing
thestructureof plans.A modelchecler extendedwith sym-
bolic executionis usedto generatehe plans[14]. Addi-
tionally, for eachinput plan a setof temporalformulasis
generatedthat the executiontrace obtainedby executing
thatplanshouldsatisfy The controlleris executedon each
generateglan, andthe implementatiorof EAGLE is used
to monitor that the generatedexecutiontrace satis es the
formulasgeneratedor that particularplan. The properties
generatedor theplanin Figure3 arepresentedh Figure4,
andshouldbe self-explainable.

X9 was evaluatedby seedingerrorsin the rover con-
troller. Oneerrorhadto do with the closenesén time be-
tweenterminationof onetask andthe startof the succes-
sor. If ataskT; endedin a particulartime range(afterthe
starttime of the successofr,), thentask T, would wrongly
fail ratherthan execute. Running X9 detectedthis prob-
lem immediately Note thatthe propertyviolated was bi-
nary/propositionain nature:ataskfailedthatshouldhave
succeeded.



Sonetinme({s.start("P")}) .
Al vways({s.start("P")} ->
(Sonetime({s.success("P")}
\/ {s.fail("P")}))) .
mon M2 = Always({s.start("P")} ->
Sonetine({s.start("T1")})) .
mon M3 = Always({s.success("T2")} ->
Sorretirre({s.success("P")}))) .
mon M = Always({s.start("T1")} -
(Sonetine({s. success(
\/ Sorretlrre({s fail ("T
mon M6 = Always({s.fail("T1")} ->
("
b

E
=5

1")
1}

1) .

not Sonetine({s. start 2"
mon M6 = Al ways({s.success("T ) ->
Sonetine({s.start("T2")})) .
mon M/ = Always({s.start("T2")} ->
(Sonetime({s.success("T2")}
\/ {s.fail("T2")}))) .

Figure 4. Generated properties

EAGLE allowsfor theformulationof real-timeproperties
thattake thetime stampsinto account.Suchanexperiment
is mentionedn [5]. In thatexperimentarealunknavn bug
waslocated. It wasdiscoveredthatthe applicationdid not
checklower boundson durations whereast should. That
is, if a task nished beforeit was supposedo, the task
shouldfail, but it wrongly succeededThe bug wasnotim-
mediatelycorrectedandlatershovedup duringa eld test
of therover.

6 Conclusion and Future Work

We have presenteda representatiorof linear tempo-
ral logic with both pastand future temporaloperatorsin
EAGLE. We have showvn how thegeneralizedanonitoringal-
gorithmfor EAGLE becomesimpleandelegantfor thispar
ticularcase We have boundedhe spaceandtime complex-
ity of this specializedalgorithmandthusshovedthatgen-
eralLTL monitoringis spaceef cient if we usethe EAGLE
framework. Initial experimentshave beensuccessful.Fu-
turework includes: optimizing the currentimplementation
andinvestigatingotheref cient subsetof EAGLE.
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