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2. interrupt : The reaction to be executed has to 
interrupt and stop the main DSL control 
application while executing. 

 
The first objective is simply achieved by negating the 
condition that is stored in the constraint. The second 
objective is achieved by letting the control application 
thread execute these interrupt reactions, which are stored in 
a global queue with the function addInterrupt : 
 
   def conditional_interrupt (C,R C,D,F): 
   R I = lambda : addInterrupt(R C) 
   monitor (negate(C),R I ,D,None,F) 
 
As can be observed, the reaction to be executed when the 
negated condition goes false (i.e., when the original 
condition goes true) is a reaction that adds the argument 
reaction to the interrupt queue. No special reaction is 
executed when the time period expires beyond removing the 
constraint. Interrupts are now executed by a special function 
executeInterrupts() , which is called as the first 
statement in all DSL functions. This function iterates 
through the interrupt queue, and executes them one by one. 
Note that in this manner only DSL functions (and not the 
basic Python constructs) can be interrupted, so there may be 
small delays in seeing the main thread get interrupted, until 
the main thread begins execution of the next DSL construct 
in the flow of the application. 
 
Timed interrupts share the interrupt characteristic with 
conditional interrupts (they stop the main thread), but they 
are purely triggered by the expiration of a timer. 
Technically, a timer (Python’s library provides timers as 
threads) is started that triggers after the duration expires and 
executes in a separate thread a reaction that inserts the 
interrupt in the interrupt queue. This is achieved with the 
following function, requesting the reaction RD to get 
executed as an interrupt after D time units: 
 
    def  timed_interrupt (D,R D): 
    R I  = lambda : addInterrupt(R D) 
    monitor (None,None,D,R I ,False) 
 
The call of monitor  has a Ǹone’  as condition (meaning: 
no condition), a Ǹone’  as condition-reaction RC, the 
duration D, and a reaction RI that adds the argument 
duration-reaction RD to the interrupt queue. The reactivate 
flag is false, which in fact is irrelevant since no condition is 
monitored.  
 
The semantics of the verify_within (C,D,R D)  
construct is to block until the condition C becomes true, or 
until the duration D expires, at which point RD gets executed. 
In order to support the blocking wait on the condition 
evaluation (which occurs in a separate thread), a new class 
ConstraintStatus  is introduced. Objects of this class 
serve to establish communication between the caller and the 
condition evaluator. The class has the following interface: 

 
    class  ConstraintStatus: 
    def  wait() 
    def  signalSuccess() 
    def  signalFailure() 
    def  satisfied() 
 
An object of this class contains a Boolean flag indicating 
whether the condition has been satisfied or not. The 
function signalSuccess  sets this flag to true and signals 
a semaphore that the wait  function is “on”. The 
signalFailure  function sets the flag to false and 
signals the semaphore. The function satisfied  
thereafter returns true in the first case and false in the 
second case (the value of the satisfaction flag). To 
implement the verify_within  construct, the functions 
signalSuccess  and signalFailure  are passed as 
arguments to the generic monitor  function, representing 
condition reaction and duration reaction respectively, as 
follows (note also that the condition is negated to model the 
“eventually true” check): 
 
    def  verify_within (C,D,R D): 
    cs = ConstraintStatus()     
    monitor ( 
      negate(C),cs.signalSuccess,       
   D,cs.signalFailure,False 
    ) 
    cs.wait() 
    if  cs.satisfied(): 
      return  TrueCode 
    else : 
      R D 
      return  FalseCode  
 
The implementation of the verify_within_voting  
function is very similar to that of the verify_within 
function. However, it uses a slightly more complicated 
variant of the ConstraintStatus  class with the same 
public interface. The new class contains two additional 
counters: the number of conditions that minimally must be 
satisfied, and the number of candidate conditions that have 
not yet evaluated true. The class constructor is called with 
two natural numbers: the number of conditions that 
minimally must evaluate to true, and the number of initial 
candidate conditions. The function signalSuccess  is 
called when a condition becomes true within its time period 
and it decrements the number of conditions required to still 
become true, and also the number of candidate conditions. 
Similarly, the function signalFailure  is called when a 
time period for a condition expires without the condition 
having become true, in which case only the number of 
candidate conditions is decremented. The function 
satisfied()  returns true if the number of required 
conditions is non-positive. For each condition-duration pair 
a constraint is registered which calls signalSuccess  
when the condition becomes true (it monitors the negation 
being true and reacts when the negation becomes false), and 
which calls signalFailure  when the time period 
expires without the condition having become true. 
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Multi-Threading Issues  

As outlined above, the implementation is multi-threaded 
due to the fact that constraints, reactions and timers execute 
in parallel with the main application. This raises a number 
of issues. One issue is the general notion of program 
suspension, as required by interrupts, external suspension 
commands (the pause() construct, not discussed in Section 
4) and hard program termination (normal as well as 
abnormal). Our approach to interrupts is to let them execute 
on the main thread as described above: the main thread 
executes queued interrupts. In a single-threaded application, 
program termination simply means terminating that thread 
in a safe place, after cleaning up various data structures. If 
the termination is abnormal and deep inside a nested series 
of function calls, throwing an exception (after cleanup) may 
be the most convenient manner in which to terminate the 
program. In the presence of multi-threading, however, the 
situation becomes more complicated. When a thread must 
terminate the entire application, it needs to inform the other 
threads about this intention. Note that throwing an 
exception in one thread does not terminate the other threads: 
exceptions are local to threads. Furthermore, a terminated 
thread must not just clean up and delete shared data 
structures, such as the common services. When the main 
application terminates, what normally happens is that all 
common services are closed down. However, if there are 
still threads running (e.g., other applications), one must wait 
for these to terminate. Design of a more robust and 
satisfactory long-term solution to this problem was left as 
future work for the LCS team. 
 
A second issue is data races and deadlocks. As part of a unit 
testing framework, an algorithm was implemented for 
detecting cycles in lock graphs from normal (non-
deadlocking) runs [9]. This became highly useful for 
ensuring the lack of deadlock potential. One particularly 
interesting deadlock occurred due to the interaction between 
the Python interpreter and C++. The Python interpreter 
takes what is called the Global Interpreter Lock (GIL) on 
the entire virtual machine each time it executes a statement. 
The unexpected deadlock scenario was as follows: the 
Python program executes a statement (takes the GIL) that 
attempts to take a lock L on the C++ side; in parallel, a 
thread on the C++ side takes the same lock L and then 
makes a call-back of a Python function (a condition 
evaluator), causing the GIL to be requested. Now the 
Python thread holds GIL and the C++ thread holds L – a 
deadlock has occurred. To resolve this potential deadlock 
problem, additional code was required in the measurement 
service callback invocation methods to acquire this lock 
before entering Python, and release it after returning.  
 
A third issue is the removal of constraints. A timer can 
expire while a constraint reaction is being executed, in 
which case the timer and the reaction have to agree who 
removes the constraint. In the current design, a shared state 

machine keeps track of occurred events and hands removal 
permission to the right thread. 
 
A fourth issue is a dangling pointer problem that arises 
when a Python thread passes a Python object reference from 
the Python data area over to the C++ data area, and then 
later exits the scope where that object is introduced. In this 
case the object gets garbage-collected on the Python side, 
and the C++ side now holds a dangling pointer (pointing to 
a garbage-collected data area). This issue was resolved by 
always making sure on the Python side that such objects 
were not garbage-collected, by inserting them into a list of 
“garbage objects” (although certainly not garbage on the 
C++ side). 
 

6. EVALUATION  

An evaluation was performed of the implemented monitor 
and control system. The monitoring and control system 
consists of the Python DSL implemented in Python, the 
underlying common services layer implemented in C++, an 
information architecture (database) containing persistent 
monitor and control meta-data, display and GUI software 
implemented in Java, and the two COTS tools providing the 
gateway and publish/subscribe middleware functions. In 
addition, the evaluation also involved writing control 
applications in the Tabular DSL.  

The Case Study 

The monitoring and control system was evaluated by 
application to two different scenarios for the existing Space 
Shuttle system, both part of the current Shuttle launch 
countdown sequence: (i) a Liquid Hydrogen Fast Fill 
application (“LH2”), and (ii) a Main Propulsion System 
pneumatic decay test (“MPS”). A high-fidelity software 
simulator replaced the real Shuttle end item during this 
evaluation.  
 
The LH2 scenario consists of monitoring the filling of the 
Space Shuttle external fuel tank with liquid hydrogen, 
which is transported from a container positioned in some 
distance from the Shuttle and connected via a complicated 
system of pipes, valves, etc. The LH2 process begins at 
launch minus 6 hours and 50 minutes and lasts for about 40 
minutes, nominally. Its purpose is to fill the shuttle’s LH2 
external tank from a level of 5% full to 98% full. During 
that time liquid oxygen is also transported to the Shuttle 
(called the LO2 process). Sample code representative of a 
small portion of the LH2 control application is shown in 
Figure 5. The MPS process measures the pressure decay and 
flow rates in the main propulsion system’s LH2 and LO2 
pneumatic system lines. The MPS application was 
implemented to demonstrate to the Shuttle operations 
community that the DSL could be used to implement 
applications with more algorithmic and numeric 
computations than the LH2 application.  
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During the tests, a monitoring display showed the current 
state of affairs on the (simulated) launch site. Information 
was provided to this display application (written in Java) via 
subscriptions on the message bus, and directives from the 
operators (e.g., initiation of the LH2 application) were input 
into the LCS system via publication on the message bus. A 
snapshot of the LH2 display is shown in Figure 6, showing 
the liquid hydrogen storage tank on the left, connected to 
the Space Shuttle external tank on the right.  
 
The DSL applications send sequenced commands, verify 
their successful execution by checking specific 
measurements, send messages and prompts to operators on 
displays like the one in Figure 6, monitor measurements for 
condition violations, and automatically take actions in 
response to such violations.  
The DSL applications were developed using the Eclipse 
PyDev development environment [10]. The programs were 
designed to meet requirements and specifications provided 

by Shuttle system engineers. The control applications were 
also reviewed by the system engineers to assess their 
correctness, completeness, and readability. 
 
Result of Evaluation 

Implementation of the control applications in the Python 
DSL was relatively straightforward. Eclipse and the PyDev 
development environment were useful in quickly turning 
around code changes and bug fixes. Application software 
developed using the Python DSL successfully executed the 
LH2 scenario, demonstrating the expected functionality and 
satisfying the requirements for the proof-of-concept 
activity. 
 
One significant V&V challenge was that there was no way 
to actually run and test the application programs without 
having the full LCS system and simulator up and running, 
or without intermingling supervisory control code with 
simple simulation “stubs” within the control application. 
This highlights the general need for compositional software 
development and unit testing, where each component can be 
tested in isolation. It furthermore illustrates the 
complication resulting from integration of several software 
artifacts either written in different languages or written by 
different parties. 
 
Since Python is dynamically typed, the static checkers 
PyLint [11] and PyChecker [12] were used to statically 
check Python programs before their execution. None of 
these checkers, however, perform type checking, and only 
catch some of the errors that would be otherwise caught in a 
statically typed programming language. To catch type 
errors, one could potentially write a specialized static 
checker for the Python DSL. Python’s meta-programming 
features enable the development of specialized checker 
tools for Python. The alternative is to use testing techniques, 
in which case a coverage tool like Coverage [13] seems to 
be crucial in constructing good test suites, in combination 

 
 

Figure 6. Display for the LH2 application tests. 

 
 

Figure 5. Sample DSL code to open a valve and check for appropriate measurements within specified times. 
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with a unit testing tool like PyUnit [14]. Based on the LCS 
proof-of-concept team’s experience, these are all useful 
tools, but testing the program by running it still provides the 
best chance of finding type errors in Python. For this 
purpose, simulators and stubs for other software 
components in the architecture are of critical importance.  
 
In summary, Python proved to be a convenient and 
functionally effective language for the purposes of 
implementing the monitor and control DSL for the 
presented scenarios. However, its dynamic typing presents a 
serious challenge from a verification point of view. Further 
analysis would be required to determine whether 
development risk can be adequately reduced, perhaps 
through the use of a specialized IDE that guides application 
developers and prevents them from making certain classes 
of errors.  
 

7. DISCUSSION 

Python is clearly an easy-to-learn and convenient language, 
due to its succinct syntax, abstract constructs and extensive 
library, including meta-programming features. It supports 
object-oriented as well as a limited form of functional 
programming. In particular, the special lambda-expression 
allows one to write anonymous (nameless) functions, which 
are convenient when implementing a DSL. Python provided 
a powerful tool for the short-fuse and resource-constrained 
LCS proof-of-concept activity. In addition, the 
Boost.Python interface library proved to be extremely 
useful for implementing the interfaces between Python and 
the C++ messaging frameworks. 
 
The LH2 example application demonstrated that the 
required control idioms could be implemented in a 
programming language interface to the new distributed LCS 
architecture. The program was able to express both the 
sequential logic needed to implement test procedures 
(issuing commands, and verifying responses through sensor 
measurements), and the reactive logic needed to implement 
safety constraints. It further demonstrated the use of 
multiple programming languages specialized to support the 
implementation of the specific control idioms, and user 
interfaces. 
 
The first issue of concern is the lack of static typing in the 
language. Python is dynamically typed, meaning that many 
kinds of errors are not caught at compilation time. There do 
exist static checker tools for Python, such as PyChecker and 
Pylint, but they do not seem to catch quite fundamental 
problems, such as, for example, the wrong number of 
arguments in a function call. The Tabular DSL 
demonstrated some mitigation of these risks.  Although the 
risks were not entirely eliminated in the proof-of-concept 
task, it did demonstrate that tools were available to support 
the implementation of this verification at several points in 
the process, including in the language, or in the integrated 

development environment, or both. These choices are left 
for the implementing project.  
 
The second issue of concern identified during the initial 
DSL survey was the uncertainty associated with the ability 
of Python to satisfy performance requirements. The ability 
of the applications to meet real-time deadlines – primarily, 
the latency of reactions to changes in sensor values – will 
depend to a large extent on the latency of the delivery of the 
measurements to a gateway, and from there across the 
message bus to the monitoring application. That is to say, 
the performance issue is more of an architectural concern 
for LCS, considering the adoption of a distributed 
architecture. With this said, the language allows 
applications to react to measurement changes as they arrive 
via the callback interface; there will be a maximum rate at 
which these update events can be delivered and processed 
that will depend on how many conditional expressions the 
application uses. It is not expected that the post-proof-of-
concept DSL and common services implementation would 
represent a performance bottleneck in the LCS system, but 
formal benchmarking remains to be performed. 
 
One of the decision points in the design of the DSL API 
was whether it should have an object-oriented flavor in the 
spirit of Python, or whether it should have a more classical 
procedural flavor like the C programming language. Python 
allows both forms. In the object-oriented approach, the DSL 
programmer would have to be aware of classes and objects 
and would work with dot-notation. In the procedural 
approach, a program consists of a sequence of function 
definitions.  It was decided that the object-orientation of 
Python should be downplayed in order to minimize the 
number of Python concepts a system engineer would have 
to master: stand-alone functions resemble the syntactic 
constructs in familiar programming languages, and may also 
lead to more succinct control application implementations. 
This decision was largely influenced by the desire for the 
new language to reflect the capabilities of the GOAL 
language used as a requirements model, and to make the 
language intuitive to the system engineers who would be 
using it.  The resulting syntax, however, exhibits idioms of 
both programming styles, and this can be seen as a potential 
source of programmer confusion. 
 
Several of the constructs take as parameters a lambda-
expression (or a function reference) as condition and are 
supposed to evaluate this condition each time a variable 
occurring in that expression (or referenced by that function) 
is updated. This concerns the constructs 
verify_within, verify_within_voting, 
assert_constraint, and 
conditional_interrupt. These constructs cause 
update handlers to be registered with common services and 
take measurement name lists as explicit arguments so that 
update handlers can be registered for those measurement 
names. These measurement name list arguments are an 
annoyance and would preferably be inferred automatically 



 

 17

from the conditions themselves. This would require parsing 
and extraction of variable names from the condition 
expressions (lambda-expressions or functions). This could 
be non-trivial if the conditions contain nested function calls, 
leading to arbitrarily “deep” Python code, in which case a 
free variable analysis of all of Python is required. There are 
currently no obvious simple solutions to this problem. 
Alternatively, one could specify a way of writing conditions 
where a condition is not a general Python expression. For 
now, the design assumes that the user specifies the list of 
measurements, any update of which should trigger the 
check of the condition. In the future, condition expressions 
could be parsed at least one level deep. 
 
There is currently an asymmetry in the design of the DSL 
from a linguistic point of view. For example, consider the 
blocking function verify_within and the non-blocking 
assert_constraint: verify_within checks that a 
condition becomes true within a time period, whereas 
assert_constraint checks that a condition stays true 
during a time period. To be completely symmetric, the 
language would need to offer additional constructs, such as 
a blocking verify_during function, which checks that a 
condition stays true during a time period, and a non-
blocking assert_constraint_within that checks 
that a condition becomes true within a time period.  The 
prototype DSL design was driven by requirements provided 
by experts at KSC in a very direct manner, hence the 
asymmetric design. Such a requirements-driven design 
might subsequently be followed by a “linguistic cleansing” 
procedure, introducing symmetry as appropriate, and 
providing other desirable language characteristics.  
 
In general, the DSL can be regarded as a temporal logic 
embedded into an imperative programming language, a 
concept that can be given further theoretical attention. The 
monitor function described in the implementation 
section in fact represents a very general temporal operator 
that could be embedded into any programming language.  

A final issue to be discussed is the notion of time. In the 
current DSL implementation, time is measured on the clock 
local to the control application. An alternative would be to 
measure time in terms of time stamps in measurements, or 
some other global time-keeping mechanism. This issue is of 
particular importance given the distributed nature of the 
LCS architecture. 

8. CONCLUSIONS 

Experience with the current Space Shuttle test and checkout 
system suggests that significant lifecycle costs are 
associated with the development and maintenance of 
software for monitor and control applications. Particularly 
expensive is the process by which system engineers express 
requirements for test procedures in prose, software 

developers translate these requirements into code, and then 
both sets of experts are engaged in verification of the 
resulting application’s correctness. The Constellation 
Launch Control System will have to significantly reduce 
these lifecycle costs while assuring a consistent high level 
of safety and security. 
 
To this end, the LCS project has completed a proof-of-
concept demonstration of an approach that has the potential 
to ultimately lower the lifecycle costs of monitor and 
control applications for launch processing, test and 
checkout. This paper has presented one of the important 
contributions from this proof-of-concept activity, namely 
the “home-grown” Python DSL and an associated common 
services framework design. 
 
In summary, the use of Python as the base language for the 
“home-grown” LCS DSL was substantially successful. The 
prototype demonstrated that the implemented DSL design 
could satisfy the requirements of a realistic monitor and 
control problem, working effectively with the other 
elements of the distributed LCS architecture. The KSC 
system engineers readily understood the DSL logic, 
supporting its development throughout the prototype.  
Along with Python’s strengths as a popular, well-supported 
language, the Python-based DSL seems to live up to its 
promise as a low-cost solution. However, given the 
paramount importance of safety and reliability, Python’s 
weak static typing remains a concern. 
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