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Abstract. Testing is in practice commonly performed by executing care-
fully planned scripts, which exercise particular planned scenarios. Fuzz
testing can be applied as a complementary approach, to exercise a system
outside the boundaries of the expected. However, fuzz testing can be too
random. In this work, we explore an approach to fuzz testing using an
expressive temporal logic named MaTL (Matching Temporal Logic) for
expressing constraints on tests, restricting generated tests to only such
that satisfy the provided constraints. MaTL is a linear temporal logic
that supports future and past time operators and a match construct
that selects argument values from events, similar to pattern matching
in functional programming languages. Constraint solving is performed
using the Z3 SMT solver.

1 Introduction

Our scenario is a software system, such as e.g. a spacecraft or rover, that is
controlled by commands. A command is defined as a data record consisting of
a name and a sequence of named arguments. Obviously, a wrong sequence of
commands can have undesired consequences. Typically, such a software system,
referred to as SUT (System Under Test), is tested by submitting carefully planned
sequences of commands, referred to as tests, to it and verifying that observations
of returned data satisfy expectations. This careful approach to test design is
necessary. However, it may miss corner cases. It may be fruitful to produce
more randomized tests, which humans have not designed the exact details of.
Fuzz testing [32] can be used to exercise a system outside the boundaries of
the expected in an attempt to break the system. In this paper, we explore, as a
complementary approach to careful test design, how to fuzz test such systems by
generating randomized tests (sequences of commands), constrained by temporal
constraints, which can then be submitted to the SUT.

The given is a collection of predefined types of commands which can be sub-
mitted to the SUT, with their names and argument types. We refer to these
as command signatures. A completely randomizing test generator will generate
tests, each consisting of a completely randomized sequence commands, each with
randomized arguments over the command signature. Although this may identify
bugs in the SUT, it may be desirable to limit the randomness, and control it
to avoid some scenarios, or dually, to explore some desired scenarios. To this
end, we present both (i) a temporal logic, MaTL (Matching Temporal Logic),
for constraining test generation, and (ii) an implementation in the form of the
fuzz tool [9] that automatically generates such tests from a collection of MaTL
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formulas. This allows a user to control the randomness by writing test specifi-
cations that restrict the generated tests to only those that satisfy a collection of
formulas. Note that in this work, we do not explore how to evaluate the results
of applying tests to the SUT. We assume that this is done in a separate activity,
e.g. with runtime verification approaches [1,8,12,17].

Specifically, MaTL is a linear temporal logic that supports future and past
time operators, and a match construct, matching commands in a test, similar
to pattern matching in functional programming languages. Given a collection
of such temporal formulas, the Z3 SMT solver [31] is applied to generate tests
that satisfy the formulas. However, although an SMT solver supports the gen-
eration of tests satisfying a formula, it may not generate sufficiently random
tests satisfying the formula. For example, if a formula states that a test with
10 commands must be generated that contains at least one drive command, an
SMT solver may generate a test with 10 drive commands. For this reason, we
have to refine the tests generated by the SMT solver by randomizing as much
as possible while still satisfying the constraints.

The paper is organized as follows. Section 2 introduces the MaTL temporal
logic by defining its syntax and semantics. Section 3 provides a collection of
example properties for testing a planetary rover. Section 4 explains how a first-
order predicate logic SMT formula is generated from the collection of MaTL for-
mulas. Section 5 explains how an SMT generated test is refined by randomizing
its contents while still satisfying the SMT formula generated from the collection
of MaTL formulas. Section 6 evaluates fuzz on the MaTL formulas presented
in Section 3. Section 7 discusses related work. Finally, Section 8 concludes the

paper.

2 The MaTL Temporal Logic

The MaTL temporal logic allows specification of future and past time properties,
as well as matching on events (commands) and their data arguments. We shall
use the terms event and command interchangeably. MaTL is interpreted on finite
traces.

Traces. In order to get an intuition behind the logic to be presented, we need
to define the models of the logic, namely traces, that the formulas in the logic
denote. A trace is a finite sequence of events: (eq, e, ..., e,), where each event
is a named record id(idy = vy, ...,id, = v,) with a name id, and n > 0 argu-
ments named idy, ..., id,, with respective values vy, ..., v,. Later we shall see that
commands are just a form of events.



Fuzz Testing with Temporal Constraints 3

Syntax. The core formulas of MaTL are defined by the following grammar:
p u=tt[ ¢ eVe|(idm)ple oelebr
OvleUpl ©pleSe| Zf yel I y@

m i=e|lmml|id=p

p n=2a?|x|c|idid

e n=xlcl|idid|e ® e

orm <<=l A]2]>
® =+ | - | x|+

Here ¢ can be an integer, a float, or a string, and a and b are non negative
integers. In addition, parentheses are allowed with the obvious meaning. At a
high level, this is effectively future and past-time LTL, extended with a few
additional operators such as pattern matching over events (the most important
one), and some more experimental ones such as matching strings against regular
expressions, and counting how many times a formula is true.

The formulas tt, =@ and ¢ V ¢ are the Boolean formulas for truth, negation
and disjunction. We postpone the explanation of the match formula (id(m))e for
a moment. The formula e ¢ e compares the values of two arithmetic expressions
using the classical relational operators. The formula e  r is true if the string
value denoted by the expression e matches the regular expression r. Note that we
have not specified the details of regular expressions. The formula Q¢ is true if ¢
is true in the next future state. The formula @1 U o is true if @9 is true at some
point in the future, and until then, not including, ¢ is true. The formula Sy is
true if o is true in the previous state (the past dual of O). The formula ;1 S 2
is true if @9 is true at some point in the past, and since then, not including,
1 is true (the past dual of U ). The formula EQb]@ is true if, over the entire
future trace starting at the current position, the formula ¢ holds between a and
b times (0 < a < b). The past-time dual E[;,b]go is true if, over the entire past
trace up to and ending at the current position, the formula ¢ holds between a
and b times. Note that the interval [a, b] refers to the number of trace positions
where ¢ holds, not to a time window.

The match operator (id(m))¢ matches the current event being processed
in the trace against ¢d(m), matching the event name against id and the event
parameters against m as we shall see. In case id = any, any command matches if
the arguments match. The match must succeed and potentially yield new value
bindings due to the parameters, after which the formula ¢ must be true at the
same position in the trace, in the scope of these bindings. Recall that an event is
a named record of the form: id(idy = vy, ...,id,, = v, ). The parameter match m
is either the empty match e (which means that there are no requirements on the
parameters!), a match followed by a match m m, which means that both must
match and their produced bindings are combined, or the matching id; = p; of a
specific parameter id; against a pattern p;. Patterns p can have one of four forms,

! Note that it does not mean that the event must have no parameters.
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matching against a parameter value v. The pattern x? causes the variable x to
be bound to the value v of the parameter and is now in scope of the following
formula . The pattern x is a variable already in scope, that must denote a
value equal to the parameter v. The pattern ¢, a constant of integer, float, or
string type, must be equal to v. The pattern id;.ids denotes the enumerated
value idy of the enumerated type idy = {...,ids, ...}, and which must be equal to
v. Enumerated types are used to define command argument types.

Derived Operators. We define the following derived operators.

ff = -tt false (1)
@1 A P2 = (701 V —p2) and (2)
©1 = P2 =1 V2 implication (3)
€1 01 €909 €3 = €1 01 €9 A €3 Og €3 ternary relation (4)
[id(m)]e = = {id(m))—p universal modality (5)
id(m) = ¢ = [id(m)]¢ universal modality (6)
id(m) e o = (id(m))p existential modality (7)
id(m) = (id(m))tt event occurrence (8)
Op=ttUeyp eventually in the future (9)
Op = =0 always in the future (10)
Sp=ttSyp sometime in the past  (11)
HBe=-9% ¢ always in the past (12)
1 Uy p2 = (1 U p2) V Oy weak until (13)
©1 Sw 2 = (01 S2) V By weak since (14)
Owe=0pV-0tt weak next (15)
Owp=0pV-Ott weak previous (16)
Yre = E[Jg’a]cp future exact count (17)
Yoo =2, % past exact count (18)
Qg =00 ...0¢ a times a steps in future (19)
Oup =606 ...0p atimes a steps in past (20)

Notes. Forms (1-4) are the standard Boolean logic forms. The universal modal-
ity (5) expresses that if the current event matches id(m) then subsequently ¢
must hold. Note that this is different from the existential modality (id(m))p
in the core syntax, which means that the current event must match id(m) and
thereafter ¢ must hold?. We have introduced alternative notations (6-7) for these
modalities, reflecting more closely implication and sequential composition. (8) is
vet a shorthand for just an event that occurs. The abbreviations (9-16) define
the usual temporal logic operators for future and past time logic. The counting
operators (17-20) should be obvious.

Example. Let us look at a few example properties. Consider the following trace
consisting of three events:

% These opeartors are also known from modal logics, see e.g. [15,19)].
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(open(file = "log", mode = "r"), read(file = "log"), close(file = "log"))

This trace satisfies the following three properties:

(1) O(open(file = f?) = Oclose(file = f))
(2) O(read(file = f) = —close(file = f)S open(file = f,mode = "x")
(3) X open(mode = "r")

Their meanings are as follows. (1) Whenever a file f is opened, it is eventually
closed. (2) Whenever a file f is read from, in the past it has been opened in read
mode, and not closed since. (3) There should be one open event in read mode.

Semantics. A MaTL formula denotes a set of finite traces as explained in the
following.

Assignments. The bookkeeping of which variables are assigned to which event
argument values is recorded in assignments, which map variables to values. Let X
be a set of variables, and let V' be a set of values that represent event arguments.
An assignment v € I' = X 3 V is a finite mapping from variables to values. We
write [z1 — v1, ..., T, — U] to denote the assignment that maps each variable x;
to the value v;. We denote by € the empty assignment, also written [|. We denote
by [z — v] the assignment that differs from + only by associating the value x
to v. We denote by v1 T 72 the assignment ~; overridden by the assignment 7.

Semantic Functions. We shall introduce some semantic functions used in
defining the semantics of MaTL. First, we give some functions for which we
do not give definitions since these are either trivial or out of scope of the paper.
The function Op : ® — V x V' — V represents the semantics of arithmetic oper-
ators, mapping an operator ® to a function that when applied to two numbers
returns a number. The function Rel : © — V x V' — B represents the semantics
of relational operators, mapping an operator ¢ to a function that, when applied
to two numbers, returns a Boolean. Finally, the function Reg : r — V' — B rep-
resents the semantics of regular expressions, mapping a regular expression to a
function that when applied to a string returns a Boolean (match or not, regular
expressions here do not bind values).

The function Eval : e — I' — V represents the semantics of expressions,
evaluating an expression e in an environment I', returning a value V. It is also
fairly obvious and requires no additional comments, but we provide its definition
since it involves variables.
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The function Match : m — I" — C — I is the core function. It gives semantics
to the multi-argument pattern m occurring in a command pattern id(m), given
an environment I' and a command C. The result is a new environment I,
which is either a proper environment or |, which represents a failed match. The
empty pattern € matches all commands. Pattern composition m; mso combines
the results of each. Finally, the pattern id = p matches if p matches the value of
field id in the command .

Match[e] (v) (x) = []
Match[m1 ma] (v) (x) = Match[m1] (v) (x) T Match[maz] (v) (x)
Match[id = p] (v) (x) = Pat[p] (v) (x.id)

The function Pat : p — I" — V — I'| is the other core function. It matches the
argument pattern p against the argument value v. Note that a resulting empty
environment [] denotes a match but without any new bindings.

Pat[z?] (7) (v) = [x — v]
Pat[z] (v) (v) = if v = y(x) then [] else L
Pat[c] (7) (v) = if v = c then || else L
Pat[id;.ids] (v) (v) = if v = id;.idy then || else L
Trace Acceptance. Let o be a finite trace of events of length |o| and ¢ a natural
number, where 0 < i < |o|. Then (v,0,7) = ¢ denotes that ¢ holds at position
i of o with the assignment -y. The formal semantics of MaTL is defined below.
The most important formula is (id(m))p, which matches the current event at
position 4 against the command pattern id(m), and requires ¢ to be satisfied in
the same position in the scope of possible new variable bindings®. The semantics
of the counting operators require that the cardinality of the set of trace positions
for which the formula ¢ holds (in the future or past) be in the interval a..b.

— (v,0,1) E tt.

- (’-Ya 0'71) }: e iff not (’Yv g, Z) ': Pp-

- (770-7” ): P1 VP2 iff (77 g, Z) |: ¥1 or (77 g, Z) ‘: P2-

— (v,0,1) E (id(m))e iff (name(o(i)) = id or id = any) and

let v/ = Match[m] (v) (¢(i)) in
7' # L and (v/,0,i) = .

— (v,0,i) =er o ex  iff Rel[o] (Eval[es] (), Evalles] (7)).

- (v,0,i) Eebr iff Reg[r] (Eval[[eﬂ (7))

(r.0.i) =Op  iffi<|o]—1and (1.0,i+1) .
— (rovi) il ff (7,0,)) = g2 for some i < j < |o]
and for all i <k < j (v,0,k) E ¢1.
— (v,0,1) E ¢ iff i >0and (y,0,i — 1) = .
3 One could, as an alternative solution, argue that ¢ should hold in position i + 1,

which could then lead to a request for a dual past operator requiring ¢ should hold
in position ¢ — 1.
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- (v,0,)) Ep1Spe iff (7,0,7) [ o2 for some 0 < j <
and for all j < k <4 (v,0,k) = ¢1.

- (v,0,1) E E[J;blcp iff let s={j€li.|lo|—1]| (v,0,)) E ¢} in
a <|s| <b.

(o)l Soye  ifflets = {j € [0.4] | (1,0,)) |- ¢} in
a<|s| <b.

We say that a trace o satisfies a formula ¢, written o | ¢, if and only if

(e,0,0) E .

3 Example

In this section, we provide an example, illustrating the input to the fuzz tool,
and the results it produces. The input constraint language for the fuzz tool uses
ASCII characters. The mapping from the symbols used in Section 2 to ASCII
format is as follows. — : not, Vo or, O : next, u until, O : prev, S since, E[Z,b] :

count (a,b) 3 . countpast (a,b), /\ : and . eventually, L] : always @ : once, H : sofar
| P 5 ) Y yS, ) 3

a,b]
Z/{W L wuntil, Sw : wsince, OW . wnext, Ow - wprev, Ej . count a, Ez; . countpast a, On
* next n, O, : prev n. Note that all keywords also have ASCII symbol alternatives,
although we do not use these here. For example eventually can be written as <>.

3.1 The Rover Command Example

We shall write constraints for generating tests for a planetary rover, which is
controlled by commands. The rover can rotate, move (forward and backward),
take pictures (of low, medium, or high quality), store them on a file system,
send files to an orbiting satellite, collect samples (such as soil, rocks, etc.), and
execute scripts. We operate with two enumerated types. The type direction
represents the direction of driving, and the type image_quality represents the
quality of pictures taken:

direction = { forward, backward }
image_quality = { low, medium, high }

The specific commands are as follows, written in an informal format, with
arguments of types uint (unsigned integers), float, string, direction and
image_quality. All commands have a number identifying the instance of that
command, and a time stamp. Command numbers range from 0 to 1000 and time
ranges from 0 to 10000. For some additional arguments, constraints are specified.

ROTATE(number :uint, time:uint, angle:float)
where — 180 < angle < 180

GOTO(number :uint, time:uint, x:float, y:float)
where — 10000 < x,y < 10000

MOVE(number :uint, time:uint, dir:direction, distance:float)
where 1 < distance < 1000

PIC(number:uint, time:uint, quality:image_quality, images:uint)
where 1 < images < 10

STORE(number:uint, time:uint, file:string, images:uint)
where 1 < images < 10

SEND(number :uint, time:uint, file:string)

COLLECT(number:uint, time:uint, file:string, sample:string)

SCRIPT(number:uint, time:uint, script:string, file:string)
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The command ROTATE rotates the rover an angle. The command GOTO moves to
a given position (x,y) in the two-dimensional coordinate system that represents
the planetary surface. The command MOVE moves the rover forward or backward
a given distance provided in meters. The command PIC takes a given number
of pictures of a given quality. The command STORE stores a given number of
pictures on the camera in a file. The command SEND sends a file to an orbiting
satellite (which can then send them to ground). The command COLLECT collects
a given kind of sample and stores information about it in a file. The command
SCRIPT executes a script given by name with a file as input.

3.2 Representation of Commands in XML

Command types (such as those above) are formally represented in XML files. The
commands above are defined in an XML file, some of which is shown in Figure 1.
The XML format was chosen because of its use in the context in which the tool
was developed. We are looking into supporting shorter formats, including JSON
and Yaml. The file shows the definition of the direction enumerated type and
the MOVE command, and should be self-explanatory.

3.3 Running fuzz

The main function of the fuzz library is the generate_tests function, which has
the following type:

Command = Dict[str, Union[int, float, str]]

Test = 1list[Command]

def generate_tests(spec: Optional[str] = None,
test_suite_size: Optional[int] = None,
test_size: Optional[int]| = None) —> list[Test]:

The function takes as argument a specification spec of constraints, represented
as a text string, how many tests to generate test_suite_size, and how many com-
mands there shall be in each test test_size (all tests contain the same number
of commands). The function returns a list of tests, each of which is a list of
commands, each represented as a dictionary mapping a command field and pa-
rameter names to values. Arguments to the function are optional, with default
values extracted from a configuration file, an example of which is shown here:

{

"cmd_files": ["xml/rover_commands.xml"],
"spec_file": "spec.txt",
"test_suite_size": 10,
"test_size": 10

}

We can run the test generator without any constraints as follows.

from fuzz import generate_tests

tests = generate_tests(spec="’’, test_suite_size =100, test_size =10)
for test in tests:
for cmd in test:
print (cmd)
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<command_dictionary>
<enum_definitions>

<enum_table name = "direction">
<values>
<enum numeric ="0" symbol ="forward"/>
<enum numeric ="1" symbol = "backward"/>
</values>

</enum_table>
</enum_definitions>
<command_definitions>

<fsw_command class ="FSW" opcode ="0x0003" stem = "MOVE">
<arguments>
<unsigned_arg bit_length ="32" name = "number">
<range_of_values>
<include min="0" max="1000"/>
</range_of_values>
<description>Command number.</description>
</unsigned_arg>
<unsigned_arg bit_length ="32" name ="time" units = "seconds">
<range_of_values>
<include min="0" max ="10000"/>
</range_of_values>
<description>The dispatch time.</description>
</unsigned_arg>
<enum_arg bit_length ="8" enum_name — "direction" name = "dir">
<description>Direction to move.</description>
</enum_arg>
<float_arg bit_length="64" name = "distance" units = "meters">
<range_of_values>
<include min="1" max ="1000"/>
</range_of_values>
<description>Distance to move.</description>
</float_arg>
</arguments>
</fsw_command>

</command_definitions>
</command_dictionary>

Fig. 1: XML representation of example command type.

This will in less than a second generate 100 completely random tests, one of which
is the following (text strings are randomly generated and are here shortened to
just »...0).

name ’: , ’number’: , ’time’: , ’angle’: — .
{ ’ ’ROTATE’ ’ ber’: 51, ’ti ’: 944, ’angle’ 150.42}
{’name’: ’SCRIPT’, ’number’: 75, ’time’: 287, ’script’: ’...°, ’file’: ’...’}
{’name’: ’PIC’, ’number’: 64, ’time’: 491, ’quality’: ’low’, ’images’: 8}

q y g
{’name’: ’*SCRIPT’, ’number’: 48, ’time’: 598, ’script’: ’...’, ’file’: ?’ '}
{’name’: ’*COLLECT’, ’number’: 39, ’time’: 583, ’file’: ’...’,’sample’: ’ '}
{’name’: ’COLLECT’, ’number’: 89, ’time’: 78, ’file’: ’...°, ’sample’: °’ ’}
{’name’: ’ROTATE’, ’number’: 87, ’time’: 28, ’angle’: 76.22}
{’name’: ’GOTO’, ’number’: 90, ’time’: 2, ’x’: —8132.07, ’y’: 4708.92}
{’name’: ’PIC’, ’number’: 58, ’time’: 531, ’quality’: ’high’, ’images’: 6}
{’name’: ’STORE’, ’number’: 74, ’time’: 981, ’file’: ’...’°, ’images’: 3}

We may conclude that such sequences are just too random, and that we might
want to constrain their form. This is what is achieved by filling out the spec
parameter with constraints.
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3.4 Writing Constraints

We shall now write 10 constraints illustrating the constructs of the temporal
logic. The first two constraints apply to all commands (any). The first constraint,
named p1, specifies that for every command with a time argument ¢, if there
is a next command (weak next), and it has a time value t9, then it must hold
that to > ¢1 + 10. In other words, time must progress with steps no less than 10.
The second constraint, named p2, requires that command numbers increase by
1. Note how the values of arguments are bound using the x? notation. Note also
that if a parameter is not mentioned, there are no constraints on it.

rule pl: # time increases
always [any(time=1t1?)] wnext [any(time=1t27)] t2 > t1 + 10

rule p2: # command numbers are consecutive
any (number = 1)
and
always |[any(number =n17?7)| wnext [any(number =n27?)] n2 = nl + 1

The next two constraints, ps and pa, further constrain the arguments of the rorate
and move commands (compared to the constraints provided in the XML file in
Figure 1).

rule p3: # rotation within range
always [ROTATE(angle=a?)] —90 < a < 90

rule p4: # distance within range
always [MOVE(distance=d?)] (d = 1 or d = 2 or d = 3)

The next two constraints are more complicated and illustrate the power of the
match construct. The constraint ps specifies that if there is a move command at a
position in the test, going backward, and with a distance ¢, then eventually later
in the test there must be a rotate command, rotating with an angle depending
on the distance (simulating that the further backward the rover moves, the less
it needs to rotate to get out of the situation it may be in). The next constraint,
p6, states that every coro command must be followed only by coro commands that
move “northeast” (increasing in both x and y).

rule p5: # move backward leads to rotation
always [MOVE(dir =direction.backwards,distance =d7?) |
eventually <ROTATE (angle =a?)>
((d <1 and a = 45) or (d > 1 and a = 20))

rule p6: # go northeast
always [GOTO(x=x17,y=1y17)]
always [GOTO(x=x27,y=1y27) |
(x2 > x1 and y2 > yl1)

Now were are adding a bit more complexity to the constraints. The constraint
p7 states that if i high quality images are taken, then eventually a subset j
(0 < j < 1) of those images must be stored in a file with a name matching the
regular expression \d\a\d\.img (€.g. 134.img), and after that, this file must be sent
to the orbiting satellite.

rule p7: # image taking leads to storage and sending
always [PIC(quality = image_quality.high, images=1i7)]
eventually <STORE(file=1£7, images = j?)>
(
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f F /\d\d\d\.img/

and

0<j<i

and

eventually SEND(file=f)
)

The next constraint ps is an example of a past time property and shows how
data values can also be related backward in time. The constraint states that if j
images are stored in a file, then (from the previous step) this file must not have
been stored before, and also there must have been taken a high quality picture
in the past of a number of images i where ¢ > j, and no file is stored since then
except the current one.

rule p8: # image storing requires past image taking
always [STORE(file=1f£?,images =j7) |
prev (
not once STORE(file =f)
and
(
not STORE ()
since
<PIC(images =1i?, quality = image_quality.high)> i > j
)
)

The next constraint ps illustrates how operations can be applied to data. It states
that if a sample collection named s is collected and the analysis result is stored
in a file £, then later, without any other collection in between, a script execution
is commanded on that file £, where the script is named by concatenating "run_»
with the sample name s and then ».py".

rule p9: # sample collection leads to script execution
always [COLLECT(file=£?, sample=s7) |

next (
not COLLECT ()
until <SCRIPT(script = k?, file=f£f)> k = "run_" + s + ".py"
)
All of our constraints so far have been on the form: “if ... then ...”, which would

be satisfied by a test even if none of the antecedents were true. In order to enforce
some events to definitely happen, the last constraint pio states that we want to
see a move, a pic with high image quality, and a corecr command.

rule pl0: # required commands
eventually MOVE() and
eventually PIC(quality — image_quality.high) and
eventually COLLECT ()

3.5 Running fuzz with Constraints

If we now call generate_tests with this specification as follows:

spec = "nv
rule pl: # time increases
always [any(time=1t17)] wnext [any(time=1t27)] t2 > t1 + 10

waun

tests = generate_tests(spec =spec, test_suite_size =100, test_size =10)
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we will see a test like the following.

{’name’: ’SCRIPT’, ’number’: 1, ’time’: 1, ’script’: ’...’, ’file’: ’...°}
{’name’: ’PIC’, ’number’: 2, ’time’: 11, ’quality’: ’high’, ’images’: 10}
{’name’: ’STORE’, ’number’: 3, ’time’: 21, ’file’: ’...’, ’images’: 8}
{’name’: ’SEND’, ’number’: 4, ’time’: 31, ’file’: ’...°}

{’name’: ’MOVE’, ’number’: 5, ’time’: 41, ’dir’: ’forward’, ’distance’: 1.0}
{’name’: ’PIC’, ’number’: 6, ’time’: 51, ’quality’: ’high’, ’images’: 10}
{’name’: ’STORE’, ’number’: 7, ’time’: 61, ’file’: ’482.img’, ’images’: 7}
{’name’: ’COLLECT’, ’number’: 8, ’time’: 71, ’file’: ’m’, ’sample’: ’m’}
{’name’: ’SCRIPT’, ’number’: 9, ’time’: 81, ’script’: ’run_m.py’, ’file’:’m’}
{’name’: ’SEND’, ’number’: 10, ’time’: 91, ’file’: ’482.img’}

The reader is encouraged to verify that the test satisfies the above constraints.
For example, wrt. rules p1 and p2 we observe that command numbers increase
in steps of 1, and time progresses with steps no less than 10 — in fact, steps of
10, there is a limit to the randomness which will be discussed below. Another
example is rule p7 where we observe that commands number 2 and 6 request a
high quality pic to be taken, which is followed by a store command 7 in the file
482.img, followed by a seno command 10 of that file. Note that our constraints do
not exclude two pic commands that match one sexo command, and there are also
other random store and senp commands.

We also have to talk execution time. The first test is generated in less than a
second, but subsequent tests take longer. In total, for 100 tests this sums up to
38 minutes for generating 100 tests, averaging 23 seconds per test. The reason
for this low speed is the regular expression predicate £ - /\d\d\d\.ing/ in rule p7. In
general, string operations are very costly when using an SMT constraint solver
such as Z3. If we remove this string predicate, fuzz generates the 100 tests in
68 seconds, averaging 0.7 seconds per test. Efficiency issues will be discussed in
more detail in Section 6.

4 Generation of SMT Constraints

In this section, we shall try to give the reader an idea about the SMT formula
generated from a user-provided specification in the MaTL temporal logic and
how the SMT solver generates tests from it.

SMT solving. An SMT solver finds an assignment to free variables in a first-
order predicate logic formula constraining the free variables. As a very simple
example, consider the quantifier free formula x > 10 referring to the free variable
x. If we ask an SMT solver to find a satisfying assignment to z it may come up
with, e.g. [z — 11]. Let us look at a slightly more interesting example. Let
f :Z — 7Z be a function, and consider the following constraint, stating that the
function is injective:

Vo,y € Z, f(x)=fly) =z=y

This problem can be encoded in SMT-LIB [26] (which has Lisp format) as fol-
lows.
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(declare-fun f (Int) Int)

(assert
(forall ((x Int) (y Int))
(= (=Ex ) (=xy))
)
)

(check-sat)
(get-model)

The function f is referred to as an uninterpreted function. As a result, the SMT
solver might return with the following assignment to f, which is basically the
identity function f(z) =z for all z € Z:

sat
(model
(define-fun f ((x Int)) Int
x)

Timelines and commands. We shall apply this very idea by considering a test,
our free variable, as a time line function from natural numbers to commands,
timeline : Z — Command, here programmed in Z3’s Python API:

timeline: Function = Function(’timeline’, IntSort(), Command)

A test of size N (containing N commands) will be considered an assignment to
the timeline variable, where we are only interested in the value returned by this
function for the arguments 0..N — 1. So, e.g. timeline(0) will denote the first
command in the test, timeline(1) the second command, and timeline(N — 1)
the last command. The SMT constraint generated from the MaTL formulas will
determine which assignments (tests) are assigned to the variable.

We first need to define the type commana of commands. This is done by parsing
the XML file defining the commands shown in Figure 1. The definition of this
datatype corresponding to our example is shown below in the SMT-LIB format,
and consists of a list of constructors of the type, one for each command, and for
each of these, a list of reverse selector functions, selecting the field values from a
command of that type. As an example, let R be the command (ROTATE 2 9873
45) then (ROTATE_angle R) = 45. With each command C follows also a test
predicate is_C', in this case is_ROTATE(R) = true.

(declare-datatypes ()
(
(Command
(ROTATE (ROTATE_number Int) (ROTATE_time Int) (ROTATE_angle Real))
(GOTO (GOTO_number Int) (GOTO_time Int) (GOTO_x Real) (GOTO_y Real))
(MOVE (MOVE_number Int) (MOVE_time Int)
(MOVE_dir direction) (MOVE_distance Real))
(PIC (PIC_number Int)(PIC_time Int)
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(PIC_quality image_quality) (PIC_images Int))

(STORE (STORE_number Int) (STORE_time Int)

(STORE_file String) (STORE_images Int))
(SEND (SEND_number Int) (SEND_time Int) (SEND_file String))
(COLLECT (COLLECT _number Int)(COLLECT_time Int)

(COLLECT_file String) (COLLECT_sample String))

(SCRIPT (SCRIPT_number Int) (SCRIPT_time Int)

(SCRIPT_script String) (SCRIPT_file String))

Generated SMT formulas. We first schematically present the translation
approach, ignoring in first instance the capturing of data values in events across
the timeline. As we shall see, this boils down to simple indexing in the timeline.
Assume two predicates p and ¢, and assume the temporal MaTL formula (always
if p then eventually ¢):

O(p — Oq)

Note that this formula is equivalent to the MaTL formula O([p]0q). If we consider
the predicates to be predicates on commands, p,q : Command — B, we can
interpret this temporal formula over our timeline function as follows, if we are
interested in tests of length k.

Vi € {0..k—1}, p(timeline(i)) — 35 € {i..k—1}, q(timeline(j)))

We could use this formula as a guiding principle and translate our MaTL tem-
poral logic formulas in this manner using universal and existential quantifiers.
However, SMT solvers are known to be potentially inefficient on nested quan-
tifiers as we have in this case. We therefore chose the alternative approach of
unfolding the conditions as shown in the following formula for & = 3, which
effectively states the same property (V translates to A and 3 translates to V on
a finite trace), recalling that p — ¢ = —-p V q.

—p(timeline(0)) V q(timeline(0)) V q(timeline(1)) V q(timeline(2))
A —p(timeline(1)) V g(timeline(1)) V g(timeline(2))
A —p(timeline(2)) V q(timeline(2))

The same principle is applied for past-time temporal logic. To illustrate a more
complicated constraint, we will show the SMT constraint generated from MaTL
rule ps from Section 3.4, repeated here:

rule p5: # move backward leads to rotation
always [MOVE(dir =direction.backwards,distance =d7) |
eventually <ROTATE (angle =a?)>
((d <1 and a = 45) or (4 > 1 and a = 20))
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To recall, it states that if we observe a move command with direction vackward and
a distance 4, then eventually we must observe a rotate command with an angle a
that is a function of a.

We shall define the following shorthands. Let isM(¢) = is(MOVE, timeline(¢)),
isR(i) = is(ROTATE, timeline(4)), Mdir(:) = MOVE_dir(timeline()), Mdist (i) =
MOVE _distance(timeline(7)), and Rangle(i) = ROTATE_angle(timeline(i)). fuzz
generates a formula with the shape shown in Figure 2, for a test of size n. As
in our small example above, we see n conjuncts. Each of these states that either
the command at position i in timeline is not a MOVE command with direction
backward, or (if it is), then one of the remaining disjuncts from position ¢ to
n — 1 must be true, that is, that we observe a ROTATE command where the
angle is correctly related to the MOVE distance observed at the time point .
Note how data capturing is represented by referring back to the position in the
timeline (trace) where the data is collected.

/\ (ﬂ (isM(é) A Mdir(i) = backward)
1=0

n—1
v \/ (isR(j) A ((Mdist(i) < 1 ARangle(j) = 45) V (Mdist(i) > 1 A Rangle(j) = 20))))

j=i

Fig.2: SMT constraint for rule p5.

Show me the code. The reader is referred to [9] for a full exposition of the fuzz
implementation. Here we shall just extract a few definitions, which illustrate the
main principles. MaTL rules are parsed using the Lark parsing toolkit [16] for
Python. The parser generates from a specification an abstract syntax tree of
Python class instances, representing language constructs used in the specifica-
tion. As a representative example for a temporal operator, the class LtLunti1 in
Figure 3 represents the until formula o1 U @2 (@1 until ¢2), requiring 2 to hold
eventually and until then ¢ must hold. This is represented as LtLunti1(p1,p2).

The class defines two methods (among others not shown here). The method
to_smt generates the SMT formula for this formula and exemplifies how these
methods work. The method generates an SMT constraint according to the fol-
lowing pattern, here shown if we evaluate the formula at position 0:

P1U p2 = 92(0) V (p2(1) A p1(0)) V (02(2) A p1(0) Api(1)) V...

Since QO = ttU ¢ one can easily see that the temporal formula Q¢ will generate
an SMT formula of the form ¢(0) V ¢(1) V ¢(2) V ... V ¢(k — 1). Note, however,
that the implementation for efficiency reasons does not rewrite all formulas to
the core logic.

While to_smt is used to generate traces that satisfy a formula, the other
method, evaluate, works in the other direction and verifies that a trace satisfies
formula U @o. For this formula, it checks that the current index is within the
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trace and that o is true at index, or (7 is true, and then it recurses, check-
ing that the formula is true for index + 1. This corresponds to the equation
o1l p2 = w3 V (1 A O(p1U ¢2)). The methods evaluate reflect the semantics
in Section 2 without concern about efficiency. This turns out to be sufficient
for our purposes since the scalability is determined by the to_smt methods, and
the traces that can be generated using them can easily be verified with the
simple evaluate methods in milliseconds. These methods are used by a function
verify_test(test: Test, spec: str) —> bool: fOr testing all traces generated, providing
an elegant automated testing technique. This function is also available to the
user for testing user-generated tests.

@dataclass

class LTLUntil (LTLFormula):
left: LTLFormula
right: LTLFormula

def to_smt(self, env: Environment, t: int, end_time: int) —> BoolRef:
return Or(

And (
self .right.to_smt (env, t_prime, end_time),
And ([self.left.to_smt(env, t_i, end_time)
for t_i in range(t, t_prime)])
)
for t_prime in range(t, end_time)

B

def evaluate(self, env: Environment, test: Test, index: int) —> bool:
if within(index, test):
return self.right.evaluate(env, test, index) or (
self.left.evaluate(env, test, index)
and
self.evaluate(env, test, index + 1)
)

return False

Fig.3: The LTLUntil class representing the formula 1 U @s.

Another class is LTLCommandMatch, see Figure 4, which represents the pattern
matching formula (id(m))p. The to_snt method consists of five parts. First, it
generates a formula right_command checking that the command is right (in the
case of any, any command matches). Second, it generates a list right_argunents
of formulas, checking that the actual arguments match the formal parameter
specifications. This list is then composed in conjunction event_constraint with the
formula that checks that it is the right command. Third, the environment env_pius,
being a copy of the incoming environment, is built, mapping any binding vari-
able names to the values on the time line at that time. Fourth, the subformula
subformula_constraint 1S then evaluated in that new environment. Finally, the con-
junction Of event_constraint and subformula_constraint iS returned. The method evaluate
(not shown) operates in a very similar manner, except that it works with real
values in the trace rather than with constraints.
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@dataclass

class LTLCommandMatch (LTLFormula):
command_name: str
constraints: list[LTLConstraint]
subformula: LTLFormula

def to_smt(self, env: Environment, t: int, end_time: int) —> BoolRef:

if self.command_name = = ’any’:
right_command: BoolRef = True
else:
is_method: str = f’is_{self.command_namel}’
right_command: BoolRef = getattr(Command, is_method) (timeline (t))

right_arguments: list[BoolRef]| =
[constraint.to_smt(env,t,end_time) for constraint in self.constraints}

event_constraint — And([right_command] + right_arguments)
env_plus = env.copy()
bindings =

[c for c in self.constraints if isinstance(c, LTLVariableBinding) ]
for binding in bindings:
env_plus [binding.variable| =
extract_field(binding.command_name, binding.field, timeline(t))
subformula_constraint = self.subformula.to_smt(env_plus, t, end_time)
return And(event_constraint, subformula_constraint)

Fig.4: The LTLCommandMatch class representing the formula (id(m))ep.

The last class LTLvariableConstraint that we show, see Figure 5, represents ar-
gument matches of the form command(..., field = x,...) and is relatively self-
explanatory.

@dataclass
class LTLVariableConstraint (LTLConstraint):
variable: str

def to_smt(self, env: Environment, t: int, end_time: int) —> BoolRef:
actual_value =
extract_field(self.command_name, self.field, timeline(t))
return actual_value = = env[self.variable]

Fig.5: The LTLVariableConstraint class representing the argument match
command(..., field = z,...).

5 Test Refinement

An SMT solver such as Z3 is not a great randomizer. It will find assignments that
satisfy the constraints provided but will not necessarily attempt to randomize
the assignments, either within an assignment or between assignments. Rather,
it may try to minimize the job it has to do. As an example, suppose that we
generate tests using only the two constraints p1 and p2 on Page 10, which require
command numbers to increase by 1 and time to increase by at least 10. Our
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generate_tests function will first ask Z3 to generate a test for these formulas, which
(if we ask for 5 commands per test) may be (actual output):

{’name’: ’SCRIPT’, ’number’: 1, ’time’: 363, ’script’: ’’, ’file’: ’’}
{’name’: ’SCRIPT’, ’number’: 2, ’time’: 373, ’script’: ’’, ’file’: ’’}
{’name’: ’SCRIPT’, ’number’: 3, ’time’: 383, ’script’: ’’, ’file’: ’’}
{’name’: ’SCRIPT’, ’number’: 4, ’time’: 393, ’script’: ’’, ’file’: ’’}
{’name’: ’SCRIPT’, ’number’: 5, ’time’: 403, ’script’: ’’, ’file’: ’’}

As we can see, it has generated a test consisting of five sctpr commands, which
satisfies the specification, but it is not very interesting. The generate_tests script
therefore subsequently begins a refinement process, where it attempts to ran-
domize each command, including its arguments, and if that fails, each argument
of the original command. After each change, it calls verify_test, which calls the
evaluate Methods on the resulting test, and if it fails, that randomization is re-
jected. This procedure is described in Algorithm 1. After this process, it will
generate a more randomized test, as e.g. the following (again, where random

text strings have been replaced with -...).

{’name’: ’SEND’, ’number’: 1, ’time’: 363, ’file’: ...’}

{’name’: ’SCRIPT’, ’number’: 2, ’time’: 373, ’script’: ’...’°, ’file’: ’...°}
{’name’: ’SEND’, ’number’: 3, ’time’: 383, ’file’: ’...°}

{’name’: ’COLLECT’, ’number’: 4, ’time’: 393, ’file’: ’...°, ’sample’: ’...’}
{’name’: ’STORE’, ’number’: 5, ’time’: 403, ’file’: ’...’, ’images’: 8}

The algorithm is a heuristic. One can approach this in different ways. A simpler
version of Algorithm 1 was tried that consisted of not including lines 10-18 that
randomize arguments. This solution was less effective. Another tried solution
consisted, instead of lines 5-19, of invoking the SMT solver repeatedly with
new random commands, and if it succeeded in generating a new test, the new
command was kept. However, this turned out to be a very costly approach which
does not scale well. Note that for each test, we call the SMT solver only once,
with a new seed. We do not use a common approach of negating parts of the
previous constraints used to obtain a new solution.

6 Evaluation

We evaluated test generation on (modifications of) the ten properties pi-pio in-
troduced in Section 3.4. We performed two experiments. The first experiment
used the scenario presented where some commands have string arguments, and
where there are constraints on these (in particular properties p7, ps, p9). Strings
turn out to be less efficient for SMT solving, and in particular regular expres-
sions?. For this reason, we performed a second experiment, where we replaced
string types with integer types and modified the formulas accordingly. This also
includes enumerated types, which are represented as strings; these were mapped
to numbers as well. This allows us to measure the price paid for operating with
string constraints. The evaluation was carried out on an Apple MacBook Pro,
with an M1 Max chip, and 64 GB of memory. The operating system was MacOS
Sequoia, and applications were run in PyCharm 2023.1.2.

4 In property p7 we had to comment out the regular expression constraint £ - /ddd.ing/
in order to get somewhat reasonable solving times.
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Algorithm 1 Refine (further randomize) Test

1: Input: A MaTL specification and a test satisfying the specification
2: Output: A more randomized test still satisfying the specification
3: for each command c in the test do

4 Replace ¢ with a random command ¢’
5 if the modified test satisfies the specification then
6: Keep the replacement ¢’
7 else
8 Restore original command c
9: # Randomize arguments:
10: for each argument a of ¢ do
11: Replace a with a random argument a’
12: # Test whether new argument works:
13: if the modified test satisfies the specification then
14: Keep the replacement a’
15: else
16: Restore original argument a
17: end if
18: end for
19: end if
20: end for

21: return randomized test

For each property, we generated tests of increasing length (10 commands,
20 commands, etc.). We also solved for all properties together for different test
lengths in the two experiments. We measured the SMT formula generation time,
the SMT solving time, and the total execution time (approximately the sum
of the formula generation and solving time). Results are shown as logarithmic
scaled plots, with solid green curves (scenario without strings) and red dashed
curves (scenario with strings). For each setting, we generated three tests per
length in order to keep runtime manageable.

Figure 6 shows the combined execution time for solving all the ten properties.
Figure 7 shows the execution time per property. Figure 8 shows the relationship
between the formula generation time and the formula solving time for selected
test sizes. Note that the overhead of test refinement (randomization) as described
in Section 5 is negligible relative to formula generation and solving. All times re-
ported in the figures are totals for generating three tests at each length. Formula
generation is performed once per length, while SMT solving is repeated per test.
Consequently, the average per test SMT time is (Tiotal — Ttormula-generation)/3-

The results clearly show the impact of string constraints on scalability. In
the setting without strings, execution times grow moderately with test length,
remaining within practical limits even for the combined case at lengths up to
100. In contrast, the with-strings setting shows a much steeper growth, with
certain properties (notably p7-ps) exhibiting exponential blow-ups and the com-
bined case becoming infeasible beyond length 50. The stacked bar plot further
indicates that the dominant cost in the with-strings setting lies in SMT solving,
while formula generation remains a relatively minor contributor. The results sug-
gest that improving the handling of strings is essential for referring to strings in
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specifications. It is also clear that the approach has scalability issues on tests be-
yond 100 events. Note that scalability also depends on the number of commands
involved. For test generation in practice, we anticipate that tests of around 50
commands are reasonable to expect, although the exact number will depend on
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Fig.8: Formula generation versus SMT solving time for selected test sizes (10,
30, 50, 100), without and with strings.

7 Related Work

The MaTL temporal logic is based on LTL [22], augmented with past-time op-
erators, and a matching construct over events that carry data from potentially
infinite domains, in the style of pattern matching in functional programming lan-
guages such as Scala [24]. The matching construct is related to the freeze operator
in LTL logics and register automata over data words, see, e.g. [7], which sup-
ports storing data in registers in trace positions and comparing these with data
in other trace positions with equality. MaTL goes beyond equality. Furthermore,
register automata can store only as many data as the finite number of regis-
tered declared. The matching construct comes in two forms (box modality and
diamond modality) corresponding to the modal operators of Hennessy—Milner
logic [15,19]. Similar ideas appear in runtime verification logics [6,14,27], where
the objective is to monitor traces rather than generating them. In particular,
the Hawk logic [27] supports two modal operators similar to those provided by
MaTL. MonPoly [2] and DejaVu [13] support (past) linear temporal logic with
first-order quantification over data in events. The counting operators in MaTL
correspond to similar operators in the temporal logic SALT [3].

The amount of work performed in the field of fuzz testing is overwhelming,
and it will be impossible to provide a fair survey here. Generation of test cases
from LTL is related to grammar-based fuzzing, which generates tests (strings)
that satisfy a context-free grammar (rather than parsing such strings as gram-
mars are normally used for). An excellent exposition on Python fuzz testing,
including grammar-based fuzzing, is provided in [32]. Model-based testing uses
higher-level models such as state machines. An example is [20], which translates
SysML system models into bounded model checking problems, which are solved
with SMT to produce tests. Our work can be seen as a form of model-based
fuzzing, where the model is expressed in temporal logic. Constraint solving has
long been employed for test generation. DART [11], CUTE [25], and KLEE [5]
pioneered the concolic execution paradigm, where programs are run with con-
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crete inputs while collecting symbolic path constraints, which are systematically
negated and solved with an SMT solver to explore new paths beyond random
fuzzing.

Generation of tests from an LTL formula is specifically closely related to
checking satisfiability. Most work in this direction concerns future time tem-
poral logics over atomic propositions (no data). Intuitively, if an LTL formula
@ is satisfiable, then there must exist at least one trace that makes ¢ true,
and such a trace can be used as a test. Satisfiability checking can be reduced
to model checking by introducing a universal model M that denotes all possi-
ble traces over the set of propositions. In this model, ¢ is satisfiable precisely
when M [~ -, yielding an error trace, our test. A detailed study of transla-
tions from LTL to Biichi automata and their use in model checkers is provided
in [23]. In [18] the authors investigate satisfiability checking for Mission-Time
LTL (MLTL), a time-bounded variant of temporal logic. They develop reduc-
tions that map MLTL satisfiability into existing frameworks, including LTL sat-
isfiability via automata-based techniques, and model checking with nuXmv. In
addition, they propose an SMT-based encoding of MLTL satisfiability using Z3.
The SMT encoding is similar to ours, although they use universal and existen-
tial quantification over trace positions, whereas we, for efficiency reasons, have
chosen to unfold the quantifiers using conjunction and disjunction. A similar
translation to SMT is pursued in [4] for MITL (Metric Interval Temporal Logic)
satisfiability checking. In [28] the authors derive auxiliary sub properties from a
future time propositional LTL requirement and use a model checker to generate
execution scenarios (traces) for them. These scenarios are then used for moni-
toring the implementation, and coverage is achieved when every such scenario
has been exercised by at least one observed execution.

A subject closely related to test generation from temporal formulas is plan-
ning [21,30]. E.g. the PDDL3 [10] planning language standard extends the Plan-
ning Domain Definition Language (PDDL) with a fragment of LTL over finite
traces. In [29] the authors introduce LTL-RE, which combines LTL operators
with regular expressions, which are translated into alternating automaton, used
to restrict classical planners. However, in classical planning languages such as
PDDL, actions are parameterized over a finite set of typed objects. By contrast,
MaTL operates on data values from potentially infinite domains.

8 Conclusion

We have presented the fuzz tool for generating tests, which are sequences of
commands, from formulas in the MaTL temporal logic with future and past time
operators, and a match construct matching events and their carried data. We
defined the syntax and semantics of MaTL, and provided a collection of example
properties. We explained how formulas are translated to SMT formulas, and also
how monitors are generated, which verify that generated tests are valid. Since
the Z3 solver cannot be relied upon to randomize its solutions, we described an
extra randomization of the tests generated by Z3. The evaluation shows that
the framework applied to our example properties is practical for tests of length
100 or less. We believe that tests normally would fall in this range. However, the
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approach faces a scalability challenge. Especially if there are many commands.
In our case we operated with five commands. We demonstrated that string ar-
guments to commands and constraints on these severely influence scalability in
a negative direction. The format of commands, namely named data records with
named fields, is very general, and many other formats can be generated from this
format. This makes the approach more broadly applicable beyond applications
being controlled by commands. Future work includes studying how strings can
be handled more efficiently. Other SMT encodings can also be investigated, e.g.
by using universal and existential quantification over trace positions instead of
the use of conjunction and disjunction. It remains to be seen whether one per-
forms drastically better than the other. Finally, the tool is currently based on
the Z3 SMT solver. Future work can include also interfacing to other solvers.
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