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Abstract. Runtime verification (RV) allows monitoring executions of
systems against formal specifications. A major challenge in increasing
the capabilities and scope of formal methods stems from the tradeoff in
increasing the expressiveness of the specification formalism used, while
taming down the complexity of the involved algorithms and preserving
the succinctness of the specifications. The focus of RV on a single exe-
cution at a time allows great flexibility in the way RV is implemented
and towards achieving these goals. We focus here on the possibilities for
implementing RV logics as external DSLs (Domain-Specific Languages),
internal DSLs, and hybrid DSLs - a mix of the two. We also address
the use of AI to generate monitors from natural language requirements.
We survey the possibilities and focus in particular on the effect it has on
achieving a desired level of expressiveness. A concrete challenge on which
we focus here is allowing the use of arithmetic operations and relations
on data that appear in the monitored events.

1 Introduction

Runtime Verification (RV) includes the monitoring of system executions, check-
ing them against formal specifications. Three key parameters in applying RV are
Expressiveness of the formalism that is used for writing specifications, Elegance
(including succinctness) of the formalism, and the Efficiency of the verification
process, which we refer to as the three E’s. Among formal methods, RV is one
of the most open-ended in that it allows for writing monitors in a spectrum of
languages, ranging from dedicated domain-specific languages (logics) to general-
purpose programming languages. It involves instrumenting the code to emit a
sequence of events that can be analyzed and compared against a (potentially
formal) specification. Focusing on a single trace provides flexibility in choosing
the specification formalism. The selection of the formalism needs to accord with
the possibility of maintaining efficiency, in particular when RV is applied online
and needs to keep track with the pace of the intercepted events. There is also
an advantage in employing “standard” specification formalisms, used broadly
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and interpreted uniformly and being able to express the specification property
succinctly. There is often a tradeoff between the three E’s. A classical exam-
ple of such a tradeoff is between using propositional LTL and monadic first
order logic [37]; both have the same expressiveness, only that the complexity
of deciding the latter is nonelementary higher than the former, but can allow
specifications that are nonelementary shorter than the former.

It is not surprising then to witness that there is a large spectrum of RV tools.
We survey here alternatives for implementing RV logics as Domain-Specific Lan-
guages (DSLs), namely external, internal and hybrid DSLs. In brief, an external
DSL is a, usually “tiny”, language with its own grammar and parser, existing
independently from the programming language it is implemented in. In contrast,
an internal DSL is embedded in a programming language, e.g., as a library. A
hybrid DSL is a mix of the two. One tradeoff in selecting the specification for-
malism for RV is between the use of a “programming language” style formalism
versus a “logic-based” formalism. The use of a programming language as a for-
malism allows a high degree of flexibility in describing the desired property. It
permits using programming tricks to implement the runtime verification checks.
On the other hand, a formal logic specification is usually succinct, and can ben-
efit from an efficient implementation. It also makes it easier to convince oneself
that the specification conforms to what was intended.

We provide examples of RV tools that fit the corresponding DSL categories,
and outline advantages and disadvantages. We specifically compare the fitness
of different approaches for implementing RV tools w.r.t. the ability to support
specifications that include the following ingredients:

— Reasoning about traces with events that contain data.

— Comparing between data items that appear in different events with respect
to first-order quantification (exists, forall).

— Using functions and relations from signatures such as the natural numbers,
reals, strings, etc. in the specification.

In general, obtaining the three ingredients (E’s) together, in their full optima,
might not easily be an achievable goal. One can observe a progress from using
propositional specification, as in, e.g., [25] into first-order specification [24, 5]
and then adding a restricted ability of using objects interpreted over integers
or strings [21]. As a forward-looking perspective, the emergence of Large Lan-
guage Models (LLMs) may bring us closer to achieving the three E’s by allowing
the generation of efficient monitors from expressive abstract high level natural
language specifications. This will also be discussed.

The paper is organized as follows. Section 2 provides some comments on
moving from propositional to first-order specification in the fields of formal ver-
ification and runtime verification. Section 3 provides an overview of the various
flavors of DSLs. Section 4 describes a file system and its requirements, which
will be used as a running example to illustrate the different approaches. Section
5 discusses external DSLs. Section 6 discusses internal DSLs. Section 7 discusses
hybrid DSLs. Section 8 discusses the relevance and application of LLMs to RV
synthesis. Finally, Section 9 concludes the paper.



Related work

Several RV tools have been developed over time, and giving a complete overview
would be a daunting task. In this section, we only mention a few which are not
otherwise discussed in this paper. Some early tools supported data comparison
and computations as part of the logic, including, e.g. RULER [4] (external DSL).
The version of the tool MONPOLY (external DSL) in [5] supports comparisons
and aggregate operations such as sum and maximum/minimum within a first-
order LTL formalism. It uses a database-oriented implementation. Other tools
that support limited first-order capabilities based on automata include MARQ
[36] (external DSL) and LARVASTAT [7] (hybrid DSL). In [10] a framework is
described that elevates the monitor synthesis for a propositional temporal logic
to a temporal logic TDL (external DSL) over a first-order theory, using an SMT
solver, and implemented in the JUNITRV tool. Several internal DSLs for RV have
been developed that offer the full power of the host programming language for
writing monitors and, therefore, allow for arbitrary comparisons and computa-
tions on data to be performed. These include TRACECONTRACT [3], DAUT [18],
LoGFIRE [19], and BEEPBEEP [17]. Stream processing systems such as LoLA
[9] and TESSLA [28] (external DSLs), and HSTRIVER [16] (hybrid DSL) offer
expressive DSLs, and support the concept of communicating monitors. Another
related work on increasing the expressive power of temporal logic is the extension
of DEJAVU with rules (external DSL) described in [23].

2 From Propositional to First-Order Specification

In this section we relate RV to the field of formal verification w.r.t. the expres-
siveness of the specification. In both fields we can observe a transition from
propositional specifications to first-order specifications over data. In formal veri-
fication this quickly leads to undecidability, whereas in RV the concern is usually
related to efficiency.

Verifying the correctness of systems is, in general, undecidable. Even the basic
problem of proving that a given sequential algorithm terminates on a particular
input is undecidable. In the early 80s it was observed that limiting the focus of
verification to finite state systems, with a careful selection of a specification for-
malism, in particular based on propositional temporal logics or finite automata,
allows applying effective decision procedures [14,34], which are now referred to
as model checking. Restricting the verification to a finite model is a nontrivial
limitation; it prohibits verifying algorithms that are based on data structures
such as trees or queues, where the size of the data structure is not restricted.
This also applies to algorithms that operate on unrestricted numerical values or
strings. Nevertheless, model checking has gained a huge success and it is often
sufficient to use a finite state abstraction, or to, at least, find errors by checking
an implementation of the software with concrete restrictions on the size of the
memory or the number of bits that is used to store numerical values.

One way to extend model checking beyond the Boolean based temporal logic
and state representation is based on Bounded Model Checking (BMC). For finite



state spaces and propositional based specification, BMC can use a SAT solver.
Extending the scope beyond finite state systems calls for using SMT (Satisfiabil-
ity Modulo Theory) solvers [2]. Still, inherent undecidability of the satisfiability
for common domains (based on Gédel incompleteness for the naturals), forces
limitations on this approach: either by using decidable domains, or by allowing
the occasional failures of the SMT solvers (e.g., in the sense that the operation
may time out).

In runtime verification, one concentrates on a single execution at a time.
This is a more modest target than model checking, which addresses the entire
set of executions of a system. This raises the hopes for additional capabilities
of RV, especially w.r.t. expressiveness and efficiency. Indeed, progressing from
propositional based specification and events encoded as Boolean minterms into
first-order specification and events with data is achievable with quite efficient
tools and algorithms. For example, MONPoLY [5] and DEJAVU [24] are based
on first-order (past) linear temporal logic and allows events with datal.

Adding the ability to use functions and relations from a signature that in-
cludes e.g., the natural numbers or strings is another leap in expressiveness that
needs to be dealt with carefully. This capability can entail undecidability in RV.
For example, it is undecidable, in general, to calculate a verdict for Diophantine
equations [30], e.g., written in the form Vy (p(y) — Jz 3z (22 + 22 +y = 0)),
where p(y) refers to an event with some value set to the variable y (p(y) is
used to make the decision depend on the input trace). In fact, this is undecid-
able with a single event of the form p(y). (Although one can sometimes write
a monitor for a particular equation, in particular for the above example.) How-
ever, such undecidable specifications are very unlikely to be the focus of RV in
practice. Instead, going from propositional to first-order specification in RV can
make the calculation of the verdict complex to compute. Consider for example:
Vo (p(x) — Fy3z(© qy)A © q(z) ANy # z Az = (y + 2)/2)), where & means
previously in the past. Verifying such a property is hard to implement efficiently,
since the property requires that a new p event has a value that is the average
of two distinct values observed in previous ¢ events. This means remembering
and comparing the new value of all p events against all the previous values that
appeared in previously observed ¢ events, which is growing unboundedly. This
defies optimizations that are typical to RV tools with a rigid syntax (imple-
mented as an external DSL). But it can be expressed within a tool that is open
for “programming” the way we would express this property in an internal DSL
or a hybrid DSL.

3 Classification of Domain-Specific Languages

In this section, we provide an overview of the various types of DSLs, highlight-
ing their advantages and disadvantages. DSLs are specialized languages designed
to simplify the expression of domain-specific tasks by providing constructs that
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closely align with particular domain concepts. This focus allows DSLs to enhance
productivity and reduce errors compared to general-purpose programming lan-
guages.

DSLs play a significant role in runtime verification by offering tailored con-
structs that make it easier to specify and monitor system behaviors. They can
be categorized into three main types based on their interaction with a host lan-
guage. A host language refers to a general-purpose programming language, such
as Python, Java, or Scala, that provides the underlying environment in which a
DSL operates. The three types of DSLs are: external DSLs, which are completely
separate from the host language they are implemented in (i.e., no host-language
code is written by a user); internal DSLs, which are embedded directly within
the host language (the specification language is the host language); and hybrid
DSLs, which combine elements of both, offering a balance between domain speci-
ficity and flexibility. Figure 1 provides a visual overview of this classification.

DSLs
, ] .
Toermal

( Deep ) (_ Shallow ) ((Hybrid Closed ) [ Hybrid Open )

Fig. 1: DSL categorization.

3.1 External DSLs

External DSLs are stand alone languages with dedicated grammars, parsers, and
interpreters or compilers, designed to address specific domain requirements in-
dependently of any host language. These languages provide users with a concise,
domain-focused syntax that simplifies analysis, optimization, and transforma-
tions. They enhance reliability by making specifications more formal and ana-
lyzable. However, external DSLs come with increased implementation complexity
due to the need for dedicated parsing and interpretation machinery. Addition-
ally, their rigid structure makes it challenging to adapt to evolving requirements,
a phenomenon known as “requirement creep”, where new or unforeseen needs
necessitate extending the language’s capabilities. As discussed in [22], this can
e.g. involve adding support for complex operations like arithmetic comparisons
or timing constraints, features without which the language may become too lim-
ited for practical use. We illustrate some of the advantages and difficulties in
using external DSLs based on the systems DEJAVU [11,24] and TP-DEJAVU
[21, 38].

3.2 Internal DSLs

Internal DSLs leverage the existing infrastructure of a host programming lan-
guage. Unlike external DSLs that require dedicated parsers and interpreters,



internal DSLs are implemented as libraries within the host language, making
them more accessible and maintainable. These DSLs come in two distinct vari-
eties.

Deep internal DSLs represent specifications or programs as data struc-
tures within the host language. This design choice means that a formula by the
user is specified as an object of a data type. An external DSL is usually parsed
from text into an abstract syntax tree, which is then processed further. In a deep
internal DSL, we skip the parsing of text, and the specification writer manually
creates the abstract syntax tree, potentially using various auxiliary functions.
The implementation in [19] demonstrates this approach, presenting a runtime
verification DSL that is mostly deep in nature but extends the paradigm by
allowing code as part of the specification. BEEPBEEP [17] is another example.
Such deep DSLs share most of the qualities of external DSLs in that they are
easier to analyze, optimize, and transform, though they provide less succinct no-
tation than external DSLs for users and are limited in expressiveness (as external
DSLs). We do not present an example of a deep internal DSL in this paper.

Shallow internal DSLs, in contrast, embrace the full expressiveness of the
host programming language. Deep DSLs offer better analytical properties and
optimization potential but sacrifice expressiveness. Shallow DSLs provide full
computational power but make static analysis and optimization more challeng-
ing, often requiring sophisticated meta-programming techniques to reason about
the code. From an implementation perspective, internal DSLs typically reduce
development overhead by eliminating the need for separate parsing and inter-
pretation infrastructure. However, this comes at the cost of syntax flexibility,
the DSL must conform to the host language’s syntactic constraints. This limita-
tion often leads to less concise specifications compared to purpose-built external
DSLs. The success of internal DSLs in practice can be highly dependent on the
programming language chosen. E.g., an internal DSL in Python is more likely to
be adopted than an internal DSL in Cobol. Their integration into existing de-
velopment environments and toolchains makes them particularly attractive for
scenarios where seamless interoperability with existing code is prioritized over
domain-specific syntactic optimization. Internal DSLs can be well suited for more
general data analysis, where the result of monitoring are data of arbitrary data
types, rather than just Boolean yes/no/don’t know verdicts [12]. We illustrate
this category with the PYCONTRACT [8, 32] Python RV library.

3.3 Hybrid DSL

Hybrid DSLs represent a language design approach that combines features of
both external and internal DSLs to leverage their respective strengths while
mitigating their limitations. We categorize them into two distinct types: Hybrid
Closed DSLs and Hybrid Open DSLs.

Hybrid Closed DSLs are external DSLs that are used/called from within a
programming language. An illustrative example is Python’s MySQL library [13],
which allows a Python program to execute MySQL statements provided as text
strings. This is a hybrid solution since the DSL is invoked from a programming



language, and closed since from within the DSL there is no reference back to the
programming language. One may refer to such DSLs as programming language
first DSLs. We illustrate this category with the PYDEJAVU [22,33] DSL.

Hybrid Open DSLs go in the opposite direction by allowing an external
DSL to contain statements in a programming language, typically within special
brackets. One may refer to such DSLs as programming language second DSLs.
The UNIX yacc parser generator [27] exemplifies this approach, where the gram-
mar is specified in an external DSL while semantic actions are implemented in C
within curly brackets. This is a hybrid solution since the programming language
is invoked from the DSL, and open since from within the DSL there is reference
back to the programming language. The aspect-oriented Aspect] language [29] is
another example of a hybrid open DSL, since aspects (external DSL) can contain
Java code. We do not present an example of a hybrid open DSL in this paper.
RV examples include LARVASTAT [7] and HSTRIVER [16].

4 The File System Example

In this section we introduce an example that will be used to demonstrate the
different approaches. The example is in particular meant to illustrate the need
for different levels of expressiveness of the DSLs, and to illustrate the difference
w.r.t. elegance of expression. Consider a simple UNIX-like file system, where a
user can create and delete folders, open and close files in folders, and write to
and read from files. The concrete events that we can monitor are the following.

create(F) Create a folder F.
delete(F) Delete a folder F.
open(F,f,m,s) Open file £ in folder F, with access mode m,
and if write mode, a maximum writable size s in bytes.

close(f) Close file f£.
write(f,d) Write data d (a string) to file f.
read (f) Read from file f.

Access modes are read or write. If the mode is write, the size parameter s
indicates how many bytes are maximally allowed to be written to the file. In the
case of read mode it is irrelevant.

We can now formulate the requirements that we want to monitor using the
different DSLs.



Rypotder A file must be opened in a folder that has been created and not deleted
since.

Rrite If data is written to a file, the file must have been opened in write mode,
not closed since, and must reside in a folder that has been created and
not deleted since.

Riotar The total number of bytes written to all files must not exceed a specified
max value.

Rsize The number of bytes written to a file must not exceed the size parameter

of the open event.
Rejpse A file that is opened must eventually be closed.

The properties Rfoiqer and Ryrite are past time properties. Property Rejoqe is a
future time property. These properties only require knowledge of identity of data
observed in events. Properties Riptq and Rgi.e require storing and comparing
data values. Property Riotq only needs one summary value. Property R, is
slightly more complicated as it requires storing and comparison of data values
per file.

5 External DSLs

In this section we present two external DSLs, namely DEJAVU, a pure temporal
logic, and TP-DEJAVU which adds operational features expanding expressive-
ness.

5.1 The DrJAVU Temporal Logic

The tool DEJAVU [11, 24] is an external DSL. Its specification language is QTL,
which is first-order past linear temporal logic. A DEJAVU specification uses
relation symbols to represent events. The relation symbols are uninterpreted,
and the only real relation is equivalence. In fact, equivalence is intrinsic to the
specification by the multiple use of a variable name within the same scope of
quantification rather than explicit, e.g., by using the standard = notation.

QTL Syntax. The formulas of the QTL logic are defined using the following
grammar, where p stands for a predicate symbol, a is a constant and x is a
variable. For simplicity of the presentation, we define here the QTL logic with
unary predicates, but this is not due to a principal restriction, and in fact DE-
JAVU supports predicates over multiple arguments, including zero arguments,
corresponding to propositions.

@ u=true [p(a) [p(z) | (pAp) | mp (0 Sp)| ©Op |3z

A formula can be interpreted over multiple types (domains), e.g., natural
numbers or strings. Accordingly, each variable, constant and parameter of a
predicate is defined over a specific type. Type matching is enforced, e.g., be-
tween p(a) and p(z), where the types of the parameter of p and of a must be



the same. We denote the type of a variable x by type(x). Propositional past time
linear temporal logic is obtained by restricting the predicates to be parameter-
less, essentially Boolean propositions. In this case no variables, constants and
quantification are needed either.

QTL subformulas have the following informal meaning: p(a) is true if the
last event in the trace is p(a). The formula p(x), for some variable z, holds if
x is bound to a constant a such that p(a) is the last event in the trace. The
formula (¢ S ), which reads as ¢ since 1, means that ¥ occurred in the past
(including now) and since then (beyond that state) ¢ has been true. (The since
operator is the past dual of the future time until modality in the commonly used
future time temporal logic.) The property © ¢ means that ¢ is true in the trace
that is obtained from the current one by omitting the last event. The formula
Jx ¢ is true if there exists a value a such that ¢ is true with « bound to a.
We can also define the following additional derived operators: false = —true,
(P V) ==(mp A=), (p =) = (mp V1Y), & ¢ = (true S ) (“previously”),
B¢ =- % —p (“always in the past” or “historically”), and Va ¢ = =3z —p.

QT1L Formal semantics. A QTL formula is interpreted over a trace, which is
a finite sequence of events, with positions numbered 1, 2, .... Each event consists
of a predicate symbol and parameters (no variables), e.g., p(a), ¢(7). Let free(y)
be the set of free (i.e., unquantified) variables of ¢. The bookkeeping of which
variables are mapped to what values is recorded in assignments, which map
variables to values. Let € be the empty assignment. Let v be an assignment to
the variables free(p). We write [v — a] to denote the assignment that consists of
a single variable v mapped to value a. We denote by v[v — a] the assignment that
differs from ~ only by associating the value a to v. Let o be a trace of events
of length |o| and 7 a natural number, where 1 < i < |o|. Then (v,0,i) = ¢
denotes that ¢ holds for the prefix of length ¢ of o with the assignment v. We
denote by 7|free(p) the restriction (projection) of an assignment v to the free
variables appearing in ¢. The formal semantics of QTL is defined as follows,
where (v, 0,1) = ¢ is defined when + is an assignment over free(p), and 1 < i <
lo].

— (e,0,1) = true.

= (e,0,4) | pla) if ofi] = p(a).

= ([z = d],0,i) F p(z) if ofi] = p(a).

= (7,0,4) | (pAY) if ('7|free(ga)vovi) = and (’7|free(w)7avi) E.

= (v,0,i) E ~pif not (v,0,i) = .

= (7,0,1) E (pS%) if for some 1 < j < i, (V|free(y);0,J) F ¥ and for all
J< k< i, (7‘]”7“66(4,0)30—7 k) ': Pp-

— (v,0,1) Eopifi>1and (v,0,i— 1) E .

— (y,0,4) |E Jx ¢ if there exists a € type(x) such that (y[z — al,0,7) | ¢.

As arepresentative DEJAVU specification, consider the property R ite (prop-
erty Ryoider is easily expressible as well and simpler). Informally, Rqrite asserts
that if data is written to a file, the file must have been opened in write mode, not
closed since, and must reside in a folder that has been created and not deleted



since. The property is formalised below in a QTL-style mathematical notation
and in Figure 2 using DEJAVU syntax.

IF 3s
VfVd write(f, d) — ((ﬂclose(f) S open(F, f,"w",s))
A (—delete(F) S create(F)))

prop Rwrite:
forall f . forall d .
write (f, d) —>

(exists F . exists s .
((" close (f) S open(F, f, "u", s)) & (!delete(F) S create(F))))

Fig.2: DEJAVU - an external declarative DSL.

The tool DEJAVU allows applying several optimizations on the implemen-
tation, which facilitates efficient monitoring. RV over propositional logic, where
there is a finite number of events that can be encoded as Boolean combinations,
requires only a finite amount of memory summarizing the observed trace, which
is independent of the length of the inspected trace. Progressing into first-order
temporal logic over events with data, such a summary cannot be bounded in
length, as is obvious from the fact that in the above simple specification we
must keep the growing set of values (e.g. file names, in this case) that appeared
along the trace. However, the rigidity of DEJAVU permits optimizations that
tame the size of the summary and the incremental complexity needed to update
it each time a new event appears. This is done based on the following principles:

1. The values that appear in events are mapped into short bitstrings. This can
be done, e.g., by enumerating the values by natural numbers as they appear,
and then map these into their binary representation (note that the original
values need to be stored so that subsequent occurrences of the same value
are mapped to the same bitstring).

2. Subformulas in the summary of the inspected trace correspond to relations
over values, where the number of arguments equals the number of free vari-
ables in the subformula. These are encoded as BDDs over the bitstring rep-
resentation.

3. Updating summaries can be performed by applying BDD operations.

These implementation steps, together with other tricks used (e.g., applying some
garbage collection to the utilized bit vectors) tame down the amount of memory
required to process very long traces of events, where one can easily process traces
with hundreds of thousands of events. It also permits, in many cases, efficient
processing that facilitates online runtime processing.

However, expanding the expressiveness of the specification language to in-
clude data type operator signatures, such as integer and string operators (e.g.
<, +, ...), while maintaining the efficiency of the algorithm, is a challenge.

10



5.2 The TP-DEJAVU Extension of DEJAVU

A solution that goes well with an external DSL RV tool is to select a small
set of constructs that extend the expressiveness of the used formalism, while
maintaining the efficiency. Such an extension is implemented in the tool TP-
DEjAVU [21, 38]. Extending DEJAVU is limited to the use of a small number of
relations over the selected signatures of integers and strings. Moreover, the use of
these relations, when comparing values from different events, is limited to a fixed
(small) distance from the current intercepted event. This allows implementing
the extension by keeping a limited amount of additional information about the
previous events. Although the allowed additional relations are fixed, there is
a great flexibility in combining them. In fact, this is done by writing a small
procedure in a syntax that resembles a simple programming language, that is
executed in between intercepting the event and calling DEJAVU. This code can
alter the event. In particular, it can use its finite memory and calculations to
perform aggregation, e.g., calculating sums or maxima.

Specifically, TP-DEJAVU consists of two components, operating in a pipeline:
a new operational component, and DEJAV U, which is referred to as a declarative
component. The operational component has capabilities of using relations and
functions from the given signatures (e.g., integers, strings, etc.). Upon intercep-
tion of an event, the operational component makes some calculations that can
involve applying comparisons with events from a fixed distance (e.g., previous
event, two events before, etc.), which involve some storage whose size is fixed,
i.e., independent of the size of the observed trace. The code depends on the
relation that appears in the input event, e.g., the procedure for processing the
input event open(F, f, m, s) is different from the procedure for processing the
event close(f). As a result of the calculation, a modified event is generated and
sent to the declarative component. The latter just processes the new event ac-
cording to the DEJAVU logic and correspondingly updates the verdict. The code
for writing the operational procedures is implemented in its own external DSL,
extending the first-order temporal specification of the declarative component.

The following example shows how TP-DEJAVU enforces the requirements
Ruyrite and Ryppqr- As in the pure DEJAVU setting, we must guarantee that
every write operation satisfies the file- and folder-integrity conditions. The added
operational stage lets us maintain a running counter of the bytes written across
all files and flag a violation once the cumulative total exceeds a user-defined limit
max. Figure 3 contains the complete TP-DEJAVU specification, combining the
counting logic in the operational phase with the declarative property checked by
DEjaVu.

In this specification, the variable total_size keeps track of the total number
of bytes written so far. When an open event is intercepted, it is forwarded to
DEJAVU without its size argument, because that value is irrelevant to the safety
conditions. On each write event, total_size is incremented by the length of the
payload; the event is then resubmitted to DEJAVU with a Boolean flag ok that is
true iff total_size has not yet exceeded the threshold max. The DEJAVU formula
requires that this value must never be false.

11



initiate prop Rwrite_total :

total _size: int :=10 forall f .
max: int := 1000000 Iwrite(f, "false") &
(write(f, "true") ->
on open(F: str, f: str, m: str, s: int) (exists F . (
output open(F, f, m) (!close (f) S open(F, f, "w")) &

(! delete (F) S create(F)))))

on write(f: str, d: str)
total _size: int := total_size + d.length
ok: bool := total_size <= max
output write(f, ok)

Declarative Phase

Operational Phase

Fig.3: TP-DEJAVU - an external operational + declarative DSL.

Adding the operational layer to DEJAVU allows a controlled addition of re-
lations and functions from domains associated with rich signatures without ex-
tending the temporal logic to permit undecidability of providing a verdict. While
gaining expressiveness, the elegance of the formalism, now injecting “program-
ming” as part of the specification, is reduced. As a consequence, it is possible to
write properties that less obviously represent the intension of the specification.
Furthermore, the constructs that are allowed by this DSL are rather limited, and
some further features are not permitted, e.g., the flexibility to use expandable
vectors so that multiple maxima can be accumulated and used over the process
of monitoring.

6 Internal DSLs

An internal DSL is a library in a general-purpose programming language, re-
ferred to as the host language. We distinguished in Section 3 between deep
internal DSLs and shallow internal DSLs. In this section we shall write a moni-
tor for all the properties presented in Section 4 using the shallow internal DSL
PYCONTRACT [8,32], which is a Python library for writing monitors. PYCON-
TRACT is inspired by the DAUT [18,20] and TRACECONTRACT [3] Scala libraries
based on similar ideas. All of these are again inspired by rule-based programming
as introduced in the RULER system [4] in that the memory of a monitor is a
set of facts, where a fact in its basic form is a named data record. However, un-
like traditional rule systems seen e.g. in expert systems, facts in PYCONTRACT,
like states in state machines, can have transitions which, upon triggering, can
generate other facts, while removing the fact whose transition is taken. The im-
portant idea is that a state can be parameterized with data, which is not the
case in traditional automata theory.

The library. The library provides a class Monitor, which any monitor must
subclass. This class has the following structure from an outside usage point of
view:

class Monitor:

12



def eval(self, event: object): ... # contents omitted
def end(self): ... # contents omitted
def verify(self, trace: list[object]):
for event in trace:
self.eval(event)
self.end()

Conceptually a monitor stores a set of active states. As we shall see (Figure 5),
a user can create an instance m of a monitor, call m.eval(e) for each observed
event e, and finally optionally call m.end (). Each such call of m.eval(e) will
cause the monitor to call an s.eval(e) method on each active state s, which
can either result in a new set of states, or an unchanged state. The m.end ()
method checks if there are any so-called hot states (see below) in the memory, and
produces error messages if so. These represent bounded future time properties,
things that should have happened but did not at the end of the trace in case the
trace is finite. An alternative, if a whole finite trace t is available, is to just call
m.verify(t).

The events. Monitors can monitor events of any legal Python type (all types
subclass type object). We will in this case program the monitor to process
dictionaries as events, specifically dictionaries representing the six file operations:

{’name’: ’Create’, ’folder’: str}

{’name’: ’Delete’, ’folder’: str}

{’name’: ’Open’ , ’folder’: str, ’filename’: str,
‘mode’ : str, ’size’: int}

{’name’: ’Close’ , ’filename’: str}

{’name’: ’Write’ , ’filename’: str, ’data’: str}

{’name’: ’Read’ , ’filename’: str}

As we shall see, we can perform pattern matching over such dictionaries. Another
common style is to alternatively define each event type as a data class, which
also allows to perform pattern matching over such event objects.

The monitor. Our monitor class FileMon in Figure 4 inherits from the class
Monitor. We deliberately program the monitor as a mixture of traditional pro-
gramming and temporal programming to show that the two paradigms can live
together. Some monitoring problems are just easier to just program. In a tradi-
tional manner, to handle properties Rfoiger and Rypite, we introduce two monitor
local variables: max (Line 6), storing initially the maximal number of bytes that
can be written to all files, a parameter to the monitor, and folders (Line 7),
storing what folders are open at any time.

The monitor defines a transition function (Line 9), which is applied to
every event that is submitted to the monitor with the eval method, and which
can be overridden by the user as shown here. The actual type of the transition
method is:

13



1| from pycontract import *
2
3| class FileMon(Monitor):
1 def __init __('self, max: int):
5 super()._—init —_()
6 self .max = max
7 self . folders : set[str] = set()
8
9 def transition ( self , event):
10 match event:
11 case {'name’: 'Create’, 'folder': folder }:
12 self . folders .add( folder)
13 case {'name’: 'Delete’, 'folder': folder }:
14 self . folders . discard ( folder )
15 case {'name’: 'Open’, 'folder ': folder, 'filename’: filename, 'mode’: mode, 'size': size }:
16 self .check( folder in self . folders, f'Folder {folder} not created’)
17 return FileMon.File (folder , filename, mode, size)
18 case {'name’: 'Write', 'filename’: filename, 'data’: data}
19 if not self . exists (FileMon. File, name=filename):
20 return error (f' file {filename} not opened’)
21
22 data
23 class File (HotState):
24 folder : str
25 name: str
26 mode: str
27 size: int
28
29 def transition ( self , event):
30 match event:
31 case {'name’: 'Delete’, 'folder’: self . folder }:
32 return error (' folder deleted’)
33 case {'name’: 'Close’, 'filename’': self .name}:
34 return ok
35 case {'name’: 'Write’, 'filename’: self .name, 'data’: data}:
36 self .check( self .mode == "write’, f’ File {self.name} not opened in write mode’)
37 self .check(len(data) <= self.size, f'File {self.name} size exceeded’)
38 self .check(len(data) <= self.monitor.max, f' Total bytes written exceeded max value')
39 self .monitor.max —= len(data)
10 return FileMon. File ( self . folder, self .name, self .mode, self.size — len(data))

Fig.4: PYCONTRACT - a shallow Python DSL.

def transition(self, event: object) ->
Optional [State | List[Statell]

The function returns either None (corresponding to no match, in which case the
monitor remains unchanged), a state, or a list of states. Conceptually the result
of monitoring an event is a list of new states, that all become active, and all of
which must lead to success corresponding to a conjunction. A single returned
state s is transformed to a singular list [s].

The outermost transition function pattern matches on the incoming event,
In the case of folder creation and deletion it just updates the folder variable.
In the case of a file opening, it checks that the folder exists, and then returns a
new state (Line 17), an object of the class File, representing the fact that this
file has been opened. This class (state) is defined as an inner class of the monitor
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(Line 23). Note that if multiple files are open at the same time, multiple such
states will exist. In the case of a write event, we check that there indeed exists
such a File state for that file (Line 19), and if not an error state is returned.
Note that we can, in this way, query the monitor memory for the existence of a
state.

The File state itself (Line 23) is defined as a HotState, meaning that it is
recorded as an error if such a state exists when the end() method is called. It
is parameterized with the folder the file is created in, the file name, the access
mode, and the maximal number of bytes that can be written to the file. The
transition function (Line 29) returns an error if the folder is deleted while the
File state exists. On the other hand, the state is peacefully removed (represented
by ok) if the file is closed. Finally, in the case of a write event, it is checked that
it was opened in write mode and that the total size as well as the file sizes are
respected. A new File state is then returned (Line 40) with the remaining size
allowed.

Using the monitor. Figure 5 illustrates how the monitor can be applied to
analyze a trace of events. Events can be fed, one by one, using the eval (event:
object) method. In the case of a finite sequence of observations, for example
when examining a log file, a call of the end() method tells the monitor that
the sequence has ended. Note that end() may not be called when monitoring is
online, but if it is called, any outstanding obligations that have not been satisfied
(expected events that did not occur) will be reported as errors.

1| m = FileMon(1000000)

2| trace =

3 {'name’: 'Create’, 'folder’': 'folderl'},

4 {'name’: 'Open’, 'folder ': 'folderl’, ’filename’: ' filel ', 'mode’: "write’, 'size': 1000},
5 {'name’: "Write', 'filename’': ' filel ', 'data’: 'datal’},

] {'name’: 'Write’, 'filename’: ' filel ', 'data’: 'data2’},

7 {'name’: "Close’, 'filename’: ' filel '},

8 {'name’: 'Delete’, 'folder’: ’folderl '}

m. verify (trace)

Fig.5: Using the monitor.

Other features. PYCONTRACT offers many other features, such as always-
states (always active), or-states (representing disjunction), not-states (represent-
ing negation), sequence-states (representing sequencing), next-states (failing if
no transition cases match an event), grouping of monitors, and user-defined
indexing (slicing) to optimize monitoring, similar to what is supported in RV
systems such as MOP [31] and QEA [35]. Finally, monitors can be visualized
using PlantUML.
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7 Hybrid DSLs

PYDEJAVU [22,33] is a Python library that refactors TP-DEJAVU’s external
operational DSL into standard Python while retaining the original two-phase
architecture. In the operational phase, every intercepted event is routed to a
user-defined function marked with the decorator @event. Because these handlers
are written in unrestricted Python, they can exploit the full Python language
ecosystem such as loops, rich data structures such as lists, dictionaries, and sets,
comprehensions over such, higher-order functions, and external libraries, before
emitting a transformed event. The declarative phase remains the unmodified
DEJAVU monitor, implemented in Scala and supporting the QTL temporal logic
[11,24], as described in Section 5.1. Although DEJAVU is implemented in Scala,
Python was chosen as the front-end language due to its widespread use?.

Communication between the two phases is mediated by PyJNIus, a JNI
bridge that allows the Python runtime to instantiate the JVM-hosted DEJAVU
engine, push events, adjust configuration parameters on the fly, and retrieve ver-
dicts or result files. Compared with TP-DEJAVU, this design greatly enlarges
the space of computable pre-processing tasks (e.g., complex aggregation, pat-
tern matching, or vector manipulation) while preserving the proven efficiency of
DEJAVU’s temporal reasoning core.

Figure 6 demonstrates the additional expressiveness that PYDEJAVU of-
fers over both the plain DEJAVU and TP-DEJAVU examples. Besides enforcing
R.yrite, the specification now incorporates Ry;,., which limits the number of bytes
that can be written to each file individually. This per-file accounting is realized
in the Python layer by a global dictionary available_space that maps every open
file to its remaining quota, information that TP-DEJAVU cannot represent, and
which would require an extension of the framework to capture.

The monitor is created with monitor = Monitor(specification), where
the argument is a QTL specification given as a string. During execution, each
incoming event triggers a handler function whose name is bound to the event by
the @event annotation®. The handler may read or update available_space, perform
arbitrary computations, and then return either a list such as ["write”, f, ok],
which is forwarded to the declarative DEJAVU core, or None, which suppresses
forwarding. For events that need no preprocessing, like create or delete, no
handler is required; those events flow directly to DEJAV U, preserving the default
behaviour.

2 Python is by several sources evaluated to be the most popular programming language
at the time of writing [26].

3 In Python, one can define a function D that takes a decorable object (such as a
function, method, class, ...) as an argument and returns a new object, we call D a
decorator. If a function g is decorated with D using the @-sign (i.e., @D), then g is
effectively replaced by D(g). In the case of @event(”open”), the call event(”open”)
returns a decorator that modifies the function defined below it.
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from pydejavu.core.monitor import Monitor, event
specification ="""
prop Rwrite_size :
forall f .
Iwrite(f, " false”) &
(write(f, "true”) —>
(exists F . ((!close(f) S open(F, f, "w")) & (!delete(F) S create(F)))))

monitor = Monitor( specification )
available _space: dict [str, int] = {}

event("open”)
def open(F: str, f: str, m: str, s: int):
global available _space
if m=="w":
available _space[f] =s
return ["open”, F, f, m]

event (" close”)
def close(f: str):
global available _space
del available _space[f]
return ["close”, f]

event (" write”)
def write(f: str, d: str):

global available _space

if f not in available _space:
available _space[f] = 0

data_len = len(d)

ok = available _space[f] >= data_len

if ok:
available _space[f] —= data_len

return [ write”, f, ok]

#

# Applying monitor to an example trace:

events = [

{"name": "create”, "args": ["tmp"]},

"name”: "open”, "args": ["tmp”, "f1", "w", "10"]},
name”: "write”, "args”: ['fl”, "some text']}

]

for e in events:
monitor. verify (e)
monitor.end()

It

Fig.6: PYDEJAVU - a hybrid closed DSL.
Generating Monitors with LLMs

is always possible to program a monitor in a general-purpose programming

language without the use of a DSL (internal or external). However, such monitors
may be laborious to program and it may be harder to convince oneself that they
are correct. However, with the emergence of Large Language Models (LLMs)
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the situation may be changing. In this section we shall illustrate how a file
system monitor can be generated in Python from a natural language specification,
using no specific monitoring library. We used the Windsurf LLM-enhanced Visual
Studio IDE [39], using the Gemini 2.5 Pro LLM [15]. Specifically, we provided a
version of Section 4 as a prompt. In addition, we described the dictionary event
types. Finally we asked it to use pattern matching over the events.

It responded with a long version, which was too large to fit a figure in the
paper. We therefore asked it to refactor common code patterns into an abstract
Monitor class, which can be seen in Figure 7. We also asked it to shorten error
messages to fit the paper width. However, the logic of the monitor stayed the
exact same during these refactorings. The FileSystemMonitor can be seen in
Figure 8.

1| class Monitor(abc.ABC):
2 staticmethod
3 def require (condition: bool, message: str):
4 if not condition :
5 raise Exception(message)
6
7 def process_events( self , events: list [dict]):
8 for i, event in enumerate(events):
9 try:
10 self . process_event(event)
11 except Exception as e:
12 raise Exception(f”Event {i+1} failed: {e}") from e
13 self . finalize ()
14 print ("OK")
15
16 abc.abstractmethod
17 def process_event( self , event: dict):
18 pass
19
20 abc.abstractmethod
21 def finalize (' self):
22 pass

Fig. 7: Abstract Monitor class generated by the Gemini 2.5 LLM.

We notice that the FileSystemMonitor checks for more requirements than
we originally requested, all of which, however, make perfect sense (we left these
out originally in Section 4 to keep the problem small). The monitored require-
ments in addition to those in Section 4 are (Figure 8):

— A folder cannot be created if it is already created and not deleted (Line 11)
— A folder must exists in order to be deleted (Line 15).

— A file cannot be opened if it is already open (Line 21).

— A file cannot be closed if it is not open (Line 37).

— A file cannot be read unless it is open (Line 41).

There are several ways in which LLMs can be used for generating monitors. In

[1] an experiment is described where two LLM generated versions of a program
are checked against each other using differential testing. In [6] an approach is
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1| class FileSystemMonitor(Monitor):
2 def __init __( self , max_total_bytes: int):
3 self .max_total_bytes = max_total_bytes
1 self . total _bytes_written = 0
5 self . created _ folders = set()
6 self .open_files = {}
{
8 def process_event( self , event: dict):
9 match event:
10 case {'name’: 'Create’, ’'folder ': folder }:
11 self . require ( folder not in self .created_ folders , " folder exists”)
12 self . created _ folders .add( folder)
13
14 case {'name’: 'Delete’, ’folder': folder }:
15 self . require ( folder in self .created_ folders , " folder missing”)
16 self . created _ folders .remove(folder)
17
18 case {'name’: 'Open’, 'folder ': folder, 'filename': filename,
19 "'mode’: mode, 'size ': size }:
20 self . require ( folder in self .created_ folders , " folder missing”)
21 self . require (filename not in self .open_files , " file open”)
22 self .open_files [filename] = {'mode’: mode, 'max_size': size, 'bytes_written’': 0}
23
24 case {'name’: 'Write', 'filename': filename, 'data’: data}:
25 self . require (filename in self .open_files , " file closed”)
26 file _info = self.open_files [filename]
27 self . require ( file _info ['mode’] == 'write’, " write mode”)
28 data_size = len(data)
29 self . require ( file _info [ bytes_written '] + data_size <= file_info [ 'max_size'],
30 " size limit")
31 self . require ( self . total _bytes_written + data_size <= self.max_total_bytes,
32 " total limit")
33 file _info [’ bytes_written'] += data_size
34 self . total _bytes_written += data_size
35
36 case {'name’: 'Close’, 'filename’: filename}:
37 self . require (filename in self .open_files , " file closed”)
38 del self .open_files [filename]
39
10 case {'name’: 'Read’, 'filename': filename}:
11 self . require (filename in self .open_files , " file closed”)
42
43 case _
14 raise ValueError(”bad event”)
45
16 def finalize ( self):
47 self . require (not self .open_files , ” file not closed”)

Fig. 8: FileSystemMonitor class generated by the Gemini 2.5 LLM.

described where an LLM is used to generate a monitoring framework for a user
defined logic, and subsequently used to generate monitors in that framework for
user provided properties in that logic.

9 Conclusion

We have discussed different formalisms for formulating monitors, ranging from
external DSLs, requiring their own grammar and parser, over internal DSLs
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which are libraries in a general-purpose programming language, and hybrid
DSLs, which combine external and internal DSLs, to using a general-purpose
programming language without the use of any special RV libraries. We have
shown five solutions covering this spectrum. We have discussed the advantages
and disadvantages of each approach. External DSLs allow succinct specifications
and are easy to analyze but usually are less expressive. Internal (shallow) DSLs
are very expressive (Turing complete). They e.g. allow performing data analy-
sis, producing data results beyond just Boolean verdicts. However, specifications
are usually more verbose, and they are harder to analyze and optimize. Hybrid
DSLs attempt to achieve the advantages of both while minimizing the disadvan-
tages. One can also “just” program monitors in a general-purpose programming
language. This is probably how many monitors are currently developed in indus-
try. This approach is less attractive if there are many, or evolving, requirements
to be monitored. We illustrated how LLMs can perhaps address this issue by
generating monitors from natural language requirements.
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